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INTEGRATED BANKING SERVICE AGREEMENT 

 

 

1. TERMS AND DEFINITIONS  

1.1. “Bank” means “First Investment Bank” JSC, OGRN 1027739222246, INN 7713073043, location 

(address): Beskudnikovsky boulevard, 36, K. 1, Moscow 127247, Russian Federation, and its units. 

1.2. Remote Banking Service (“RBS System”) is the Bank’s information system to be maintained as part of 

the provision of remote banking services to the Clients using electronic document flow via Internet. 

1.3. “RBS System authentication” (“Authentication”) means positive verification of the Login entered by the 

Client against the registered Logins in the RBS System database, as well as checking if the Client owns the 

entered Login (by verifying the entered Password) by the RBS System software. Any actions performed in the 

RBS System by the authorized Client are deemed to be performed by this Client.  

1.4. “Authentication Data” means Login, Password, One-Time Password, as well as other Client’s data used to 

access and operate the RBS system and (or) other Internet and Mobile App service channels, as well as mobile 

communications channels.  

1.5. “Authentication” means eligibility verification with the Authentication Data used by the Client to contact the 

Bank or 24-hour client support service by phone to perform transactions and/or receive the information on the 

Account.  

1.6 Beneficial owner is an individual who ultimately directly or indirectly (through third parties) owns (has 

dominant participation of over 25 per cent) the client being a legal entity or can control the Client’s activities.  

1.7. Account Currency is the currency of the Client’s Account.  

1.8 Extract is the software-generated report on all transactions performed with the Account during the period 

requested by the Client, including with the use of the Remote Banking Service.  

1.9. Beneficiary is a person in whose interests the Client conducts its activities when performing transactions 

with monetary funds and other property in particular under an Agency Agreement, engagement agreements, 

commission agency contract and agreements of trust.  

1.10. Owner of the ES Verification Key Certificate (“Certificate Owner”) is a natural person or a legal entity 

(represented by its authorized representative) to which the VC has issued the Certificate and which owns the 
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appropriate ES Key allowing to generate ESs in the EDs (to sign EDs) and decipher Electronic Messages using 

the ICSF.  

1.11 Temporary Password is a unique combination of symbols used for one-time Client’s Authentication. The 

Client will receive a Temporary Password to its Mobile Phone Number in the form of a time-limited SMS. This 

Password should be replaced upon the first entry into the RBS System.  

1.12  “Deposit” means funds in the currency of the Russian Federation or foreign currency, which are deposited 

by legal entities for storage and income generation. 

1.13 Banking Service Agreement (SA) is any of below agreements envisaged by Article 428 of the Civil Code of 

the Russian Federation, which is concluded between the Client and the Bank as part of the IBSA and which 

represents an integral part thereof:  

1.13.1. Bank Account Agreement is an agreement governed by the Account General Conditions, which represents 

an integral part of the IBSA and which consists of the IBSA general part, Account General Conditions, Rates and 

Client’s Application.  

1.13.2. RBS Agreement is an agreement governed by the Account General Conditions, which represents an 

integral part of the IBSA, which consists of the general IBSA part, RBS General Conditions, Rates and Client’s 

Application and which governs the conditions of electronic document flow and performance of Transactions with 

the use of Remote Banking Service channels.  

1.13.3. General Conditions of Funds Placement (deposit conditions) represent an integral part of the IBSA, which 

consist of the general IBSA part, conditions of funds placement (deposit conditions), Rates, including Conditions 

of Banking Service Provision and Statements of Client Adherence. 

1.13.4. Agreement for the Accrual of Interest on the Security Deposit on the Legal Entity Settlement Account is 

an agreement for the accrual of interest on the minimum balance on the legal entity account, which is governed 

by the General Conditions, which represents an integral part of the IBSA, which consists of the general IBSA 

part, General conditions for the accrual of interest on the minimum balance on the legal entity account, Rates and 

Client’s Application and which is regarded by the Parties as an Addendum to all Bank Account Agreements 

concluded between the Client and the Bank as part of the IBSA and all other agreements in accordance with 

which cash management and payment services are provided to the Client.  

1.13.5. Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity Settlement Account is 

an agreement for the accrual of interest on the actual balance on the legal entity account, which is governed by 

the General Conditions, which represents an integral part of the IBSA, which consists of the general IBSA part, 

General conditions for the accrual of interest on the actual balance on the legal entity account, Rates and Client’s 

Application and which is regarded by the Parties as an Addendum to all Bank Account Agreements concluded 

between the Client and the Bank as part of the IBSA and all other agreements in accordance with which cash 

management and payment services are provided to the Client. 

1.14 “Remote Banking Service” (RBS) means complexes of software and hardware envisaged by the IBSA and 

other agreements between the Client and the Bank, which are used to generate and certify the ESs, Client’s ESs, 

submit, accept and verify the EDs. Remote Banking Service channels include:  

1.14.1. “Invoice” RBS System (“System”) is a corporate information system arranged by Digital Certificate 

Center Closed Joint-Stock Company, INN 5407187087, to provide for contractual and technological conditions 

of generating and developing financial and information electronic services, which is provided in cooperation with 

the Operator.  

1.15. “Client’s Application” means the Client’s Application prepared according to the Bank’s form, signed by 

the Client, Client’s representative or through the Remote Banking Service channels, which represents an offer to 

the Bank for conclusion of the IBSA and relevant SA, modification, amendment of the SA conditions and (if the 

Bank and the Client have earlier concluded the agreements governing the relationship between the parties with 

regard to the products and services that are provided under the IBSA) change of such agreements under the IBSA. 

 1.16. “Statement of Adherence to the General Conditions of Funds Placement” (Deposit Conditions) (“Statement 

of Adherence”) means the Client’s statement prepared according to the Bank’s form, signed by the Client, 

Client’s representative or through the remote banking service channels, which represents an offer to the Bank for 
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the conclusion of the Bank Deposit Agreement and which can serve as the Client’s Order for the transfer of funds 

from the accounts specified in the Statement of Adherence to the Deposit account.   

 1.17. “Identification” means a set of events to establish the data on Clients, their representatives, Beneficiaries, 

Beneficial Owners according to Federal Law No. 115-FZ dated August 7, 2001 “On Anti-Money Laundering and 

Combating the Financing of Terrorism” and confirm the reliability of this data using the original documents 

and/or properly certified copies and/or state or other information systems.  

1.18. Individual conditions are conditions that are defined by the Bank as individual in the relevant Conditions 

of Banking Service Provision or established with deviation from the existing Conditions of Banking Service 

Provision. Individual conditions are subject to be agreed upon between the Parties.  

1.19. Integrate Banking Service Agreement (IBSA) is an agreement concluded in accordance with Article 428 of 

the Civil Code of the Russian Federation between the Client and the Bank, which consists of the general part and 

General Conditions representing an Appendix hereto, as well as Rates and Client’s Applications.  

1.20. Bank’s Rate is a price of a monetary unit of one country, which is converted to a monetary unit of another 

country and established by the Bank and used during the recalculation of the amount of Transactions in the 

currency other than the Account Currency due to the performance of Foreign Exchange Transactions.  

1.21. Client is a legal entity (except for credit organizations), an unincorporated foreign entity, an individual 

entrepreneur or a natural person engaging in private practice in accordance with the legislation of the Russian 

Federation, which are accepted by the Bank for service provision.  

1.22. Key Carrier is a data (physical) carrier that is used to record Cryptographic keys.  

1.23. Compromise is the breach of confidentiality of the ES Key, Client’s Key, occurrence of circumstances 

justifying the unauthorized use of the ES Key or Client’s Key by unauthorized persons.  

1.24. Foreign Exchange Transaction (Conversion) is the Purchase/Sale of foreign currency in exchange for 

another foreign or Russian currency, which is performed by the Bank in the Client’s Accounts according to the 

appropriate Bank’s Rate as at the date of Transaction.  

1.25. Login is a unique sequence used in the RBS system, which consists of Latin characters and numbers and 

allows for unambiguous identification of the Client in the RBS System. Login is sent to the Client’s email address 

specified in the Client’s Application. A Client may have more than one Login. In this case, any action performed 

by the Client in the RBS System using any Login is deemed to be performed by this Client. 

1.26. Mobile Device is an electronic customer device (tablet, smartphone, mobile phone etc.) which is in the 

Client’s personal possession and connected to the mobile (mobile telephone) communications and information 

and telecommunication networks (Internet) and which is used to access the RBS System.  

1.27. Bank’s Mobile App is an application (software) for a mobile device, which gives the Client an opportunity 

to connect to the RBS System.  

1.28. Client’s Mobile Phone Number is the number indicated by the Client in its Application.  

1.29. “Transactions” (unless indicated otherwise) means expenditure, credit and other transactions performed in 

the Client’s Account.  

1.30. Transaction Day is the operational time when Clients are serviced at the appropriate Bank’s unit where the 

Client receives the services (where Client’s Account is opened). The duration of Transaction Day shall be 

established by the Bank’s internal documents and brought to the Client’s notice by their placement in the Bank’s 

offices or on the Bank’s website.  

1.31. “Operator” (Service Organizer) means Billing Center CJSC (INN 5401152049, location: Inzhenernaya 

Street, 4a, Novosibirsk, 630128) which provides informational and technological services as part of the RBS 

System.  

1.32. General Conditions (unless otherwise specified) are any of General Conditions which are attached to the 

general IBSA part and which represent its integral part:  

1.32.1. General Account Conditions are general conditions of provision of cash management and payment 

services for the Client’s Accounts in the currency of the Russian Federation, except for Special Accounts 

(including accounts of payment service providers, custodians, brokers etc.), which govern the provisions of the 

Banking Service Agreement (Appendix No. 1).  
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1.32.2. General RBS Conditions are general conditions of Remote Banking Service, which govern the provisions 

of the RBS Agreement (Appendix No. 2). 

1.32.3. General Conditions of Funds Placement (Deposit Conditions) are general conditions of funds placement 

in the currency of the Russian Federation and foreign currency, which govern the provisions of the Bank Deposit 

Agreement (Appendix No. 3).  

1.32.4. General Conditions of the Minimum Balance Agreement are general conditions of the agreement for the 

accrual of interest on the minimum balance on the legal entity settlement account, which govern the provisions 

of the Agreement for the Accrual of Interest on the Minimum Balance on the Legal Entity Account. (Appendix 

No. 4)  

1.33. Password is a secret combination of symbols, which is known only to the Client. Password helps to make 

sure that a contacting person is actually the owner of the entered Login.  

1.34. PIN is a personal identifier generated by the Client and used to enter the RBS System. 

1.35. Order is an instruction to perform the Transactions, which can be prepared (without limitation) as an 

Electronic Document (ED) according to the Bank’s form intended to conduct a specific Transaction, which 

contains all details required to transfer the funds in accordance with the legislation of the Russian Federation and 

internal regulatory documents of the Bank.  

1.36. One-Time Password is a unique combination of symbols used to confirm an ED/group of EDs, Client 

Authentication and perform other actions. The Client will receive a One-Time Password to its Mobile Phone 

Number in the form of an SMS. To the extent technically practicable, a One-Time Password can be given to the 

Client using any other method, except for SMS messaging (with Push Notifications). A One-Time Password is 

time-limited. A One-Time Password entered by an authorized Client in the RBS System is the Client’s ES and 

confirms the accuracy, inalterability and integrity of the ED on behalf of the Client. Any actions performed in 

the RBS System by the authorized Client and confirmed by a One-Time Password are deemed to be performed 

by this Client.  

1.37. Instruction is an instruction to perform the Transactions, which can be prepared (without limitation) as an 

Electronic Document (ED) according to the forms of settlement (payment) documents envisaged by the 

legislation of the Russian Federation.  

1.38. Account (unless otherwise specified) is any of the Client’s bank accounts opened in accordance with the 

IBSA and other agreements concluded between the Bank and the Client:  

1.38.1. Settlement Account is a settlement account in the currency of the Russian Federation, foreign currency, 

which is opened for legal entities other than credit organizations, as well as for individual entrepreneurs or natural 

persons engaging in private practice in accordance with the legislation of the Russian Federation to perform 

payments as part of the entrepreneurial activities or private practice.  

1.38.2. Transit Account is a special account opened with the Bank for the purposes of crediting Client’s revenue 

in foreign currency.  

1.38.3. Deposit Account is an account in the currency of the Russian Federation, foreign currency, which is 

opened for legal entities other than credit organizations, as well as for individual entrepreneurs or natural persons 

engaging in private practice in accordance with the legislation of the Russian Federation to account for the 

Deposit.  

1.39. Bank’s Website is an official Bank’s website on the Internet http://www. finbank.ru/   

1.40. Parties – the Bank and the Client.  

1.41. ES Verification Key Certificate (“Certificate”) is an ED or a hard-copy document with the VC’s ES, which 

is available to the Client, Bank or VC and which includes the ES Verification Key. These Certificates are issued 

to confirm the ES authenticity and identify the Certificate Owner, as well as to provide an opportunity to cipher 

the Electronic Messages intended for the ES Key Owner. The Certificate is unique for the issuing VC.  

1.42. Bank’s Rates (“Rates”) (unless otherwise specified) are a combination of Conditions of Banking Service 

Provision, Quotations, Rates, Pricing Plans for legal entities, individual entrepreneurs or natural persons engaging 

in private practice in accordance with the legislation of the Russian Federation, which represent an integral part 

of the IBSA and determine the size of the Bank’s remunerations, fees, penalties and other payments charged to 

http://www.banki.ru/wikibank/%C1%E0%ED%EA/
http://www.banki.ru/wikibank/%C1%E0%ED%EA/
http://www.baikalinvestbank.ru/
http://www.baikalinvestbank.ru/
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the Client for conducting the transactions with the Bank. Bank’s Rates are established by the Bank or published 

on the Bank’s Website and/or displayed at the Bank’s offices.  

1.42.1. Conditions of Banking Service Provision is a document containing the information about the conditions 

of Bank service provision, size and application, calculation, recovery and accrual of interest, fees, payments and 

penalties. Conditions of Banking Service Provision include, without limitation, Deposit Conditions.  

1.43. “VC” (“Verification Center”) means AUTHORITY verification center established by Digital Certificate 

Center Closed Joint-Stock Company (DCC CJSC), which issues ES Verification Key Certificates to allow for 

electronic document flow within BeSafe corporate information System.  

1.44. Bank’s Authorized Employee is a Bank’s employee holding a properly executed Power of Attorney to 

perform legally binding actions on behalf of the Bank or a Bank’s employee authorized to sign the Bank’s 

outgoing electronic documents generated automatically by the automated banking system.  

1.45. Electronic Message (EM) is a logically integral combination of structured data that is meaningful for the 

information exchange participants. The information contained in the Electronic Message is given in electronic 

and digital form that allows for its development using computing tools, transmission via communication channels 

and storage on the machine-readable carriers.  

1.46. Electronic Document (ED) is an electronic message signed with an ES, Client’s ES, which contains the 

information in electronic and digital form and which corresponds to the format defined by the Operator. An ED 

can be converted into a form which allows for clear perception of its content.  

1.47. ES is an enhanced encrypted non-certified digital signature (an equivalent of handwritten signature) which 

is an ED element intended to protect this ED against forgery and generated as a result of cryptographical 

transformation of the information using the ES Key, which allows to identify the Certificate Owner and confirm 

the lack of loss, adding, rearrangement or distortion of the information contained in the ED, or a Client’s simple 

electronic signature which confirms the generation of the electronic signature by the Client with the use of 

Authentication Data in accordance with the procedure set out in these Rules. This term is used in accordance with 

Federal Law No. 63-FZ dated April 6, 2011 “On Electronic Signature”. The Client’s ES is an equivalent of the 

Client’s handwritten signature. 

1.48. Term Commencement Date is the date agreed upon by the parties upon the Transaction, from which funds 

to the amount of Minimum Balance should be available in the Account. 

1.49. Date of Minimum Balance Violation is the date when the incoming balance in the Account becomes less 

than the amount of all Minimum Balances defined for the Account. 

1.50. Term End Date is the date agreed upon by the parties, until which funds to the amount of Minimum Balance 

should be available in the Account. The verification of compliance with this condition is carried out by the Bank 

with regard to the balance on the Client’s Account;  

1.51. Minimum Balance is an amount of funds agreed upon by the Parties, which the Client undertakes to maintain 

on the Account during the period from the Term Commencement Date through the Term End Date. If there are 

several Agreements for the Accrual of Interest on the Minimum Balance on the Legal Entity Settlement Account, 

which have been concluded in respect of the same Client’s Account, each amount of Minimum Balance defined 

in accordance with such agreement shall be regarded as separate, i.e. to ensure proper fulfillment of all 

agreements, the Client shall keep the amount of all Minimum Balances under all agreements concluded in respect 

of the same Client’s Account in its Account. 

 1.52. Push Notification is a text message sent by the Bank via the Internet to the Client’s Mobile Device with 

installed Bank’s Mobile Application. The message is displayed on the mobile device screen as a pop-up item.  

1.53. SMS message is a text message sent by the Bank to the Mobile Phone Number of the Client.  

1.54. SMS Communication is an informational service provided by the Bank to inform the Client of Transactions 

with the use of Remote Banking Service systems.  

1.55. Touch ID, Face ID are personal biometrical identifiers used to access the RBS System.  
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2. GENERAL PROVISIONS  

2.1. Integrated Banking Service Agreement (IBSA) defines the conditions and procedure for the provision of 

integrated banking service to the Client by the Bank, as well as conditions and procedure for the conclusion of 

separate SAs representing an integral part of the IBSA between the Client and the Bank.  

2.2. To conclude the IBSA, the Client shall provide the Bank with the Client’s Application for the Conclusion of 

the Integrated Banking Service Agreement (Appendix No. 6).  

2.3. The Client’s Application is an offer for the conclusion of the IBSA and relevant SA and, if the Bank and the 

Client have earlier entered into the agreements governing the relationship between the parties with regard to the 

products and services that are envisaged by the IBSA, the modification of these agreements in accordance with 

the IBSA terms and conditions.  

2.4. The IBSA is considered concluded and the offer for IBSA conclusion is deemed to be accepted by the Bank 

from the date when the Bank accepts the offer contained in the Client’s Application for the Conclusion of the 

appropriate SA in accordance with the procedure set out in the General Conditions and (if the Client’s Application 

for the Conclusion of the appropriate SA contains several offers for the conclusion of these SAs) when the Bank 

accepts the Client’s offer contained in the Application for the first time or when the Bank issues a written notice 

on the offer acceptance to the Client.  

2.5. If at the date of IBSA conclusion there are any earlier concluded bank account agreements and/or 

agreements/addenda to the bank account agreements for the provision of other services to the Client in accordance 

with the relevant sections (General Conditions) of the IBSA between the Bank and the Client, these agreements 

shall be deemed to have been amended and presented under the terms and conditions of the IBSA, except for 

addenda for the accrual of interest on the Account Minimum Balance, addenda which provide for debiting of 

funds from the Client’s Account under the terms and conditions envisaged by the acceptance, agreements defining 

the individual Rates and servicing procedure, as well as any other agreements specified in the Client’s 

Application, which remain in effect until their expiration and which are considered a part of this IBSA.  

2.6. The Bank shall decide on the provision of services to the Client based on the information submitted by the 

Bank to the Client, unless otherwise envisaged by the legislation of the Russian Federation, and the Bank is 

entitled to request additional information from the Client.  

2.7. The Bank may refuse to accept the offer contained in the Client’s Application without giving any reasons, 

except as may be otherwise provided in clause 13.1-1 of Article 7 of Federal Law No. 115-FZ dated August 7, 

2001 “On Anti-Money Laundering and Combating the Financing of Terrorism”.  

2.8 To conclude separate SAs as part of the IBSA entered into between the Bank and the Client, the Client shall 

provide the Bank with the Client’s Application that should be prepared, without limitation, through the Remote 

Banking Service channels in accordance with the procedure defined by the appropriate IBSA conditions or other 

agreements entered into between the Bank and the Client.  

2.9. The Bank shall provide services under the IBSA in view of the terms and conditions of IBSA and Bank’s 

Rates existing at the date of transaction (service provision), unless otherwise provided for in the SAs or other 

agreements entered into between the Bank and the Client.  

  

3. SERVICE PAYMENT PROCEDURE  

3.1. The Client shall pay for the Bank’s services and reimburse it for other costs arising during the provision of 

complex banking services, including as part of a separate RBS Agreement and Transactions.  

3.2. The list and cost of banking services shall be defined by the Bank’s Rates existing at the date of service 

provision, unless otherwise is agreed upon between the Bank and the Client.  

3.3. The cost of banking services not provided for in the Bank’s Rates shall be established as agreed upon between 

the Parties.  

3.4. The Client shall entitle the Bank to file the requirements for each Client’ Accounts opened with this Bank 

and, without any additional Client’s instructions, debit funds from all Client’s Accounts opened with this Bank 

subject to the earlier provided acceptance in payment for debt under any liabilities to the Bank, which have arisen 

under the IBSA, and under any agreements concluded or to be concluded between the Bank and the Client, 

including, without limitation: liabilities to pay the due remuneration and other fees as set out by Rates and/or 
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other agreements to the Bank, liabilities to pay the principal debt and interest accrued thereon, liabilities due to 

the application of civil penalties for the violation of agreements to the scope and within the terms set out therein 

and to the amount calculated by the Bank as at the date of debit, liabilities to return the amounts incorrectly 

credited to the Account due to the Bank’s fault (irregardless of the date of credit). If the account currency does 

not correspond to the financial obligation currency, the Bank shall convert the required amount of funds according 

to the Bank’s rate at the debit date. This clause additionally governs the relationship between the Bank and the 

Client under the bank account agreements which stipulate opening of Bank Accounts for the Client.  

  

4. RIGHTS AND OBLIGATIONS  

4.1. The Bank may:  

4.1.1 Require and receive the documents as set out in the legislation of the Russian Federation from the Client or 

Client’s representative, when identifying the Client, Client’s representative, Beneficiary, Beneficial Owner and 

updating the information about them, as well as request additional information and documents required to execute 

the IBSA from the Client.  

4.1.2 Require and receive the documents and data from the Client where provided for by the legislation of the 

Russian Federation and IBSA, including documents and data on the Cash Transactions, goals of establishing 

business relationship with the Bank and expected nature thereof, goals of financial and operating activities, 

financial position, business reputation, source of funds and/or other property of the Client, documents justifying 

the transactions, explanations regarding the economic substance of transactions, documents allowing for analysis 

of financial and operating activities and implementation of “Know Your Client” principle.  

4.1.3 Modify and/or amend the IBSA conditions, including General Conditions, Bank’s Rates, in accordance with 

the existing legislation of the Russian Federation.  

4.1.4 Verify the information provided by the Client, including by engaging third parties.  

4.1.5. Refuse to conclude the Integrated Banking Service Agreement with the Client if it is suspected that this is 

aimed at performing transactions for the purpose of anti-money laundering and combating the financing of 

terrorism. 

4.1.6 Terminate the IBSA with the Client if two and more decisions on the refusal to execute the Client’s 

transaction instructions are made during a calendar year based on clause 11 of Article 7 of Federal Law No. 115-

FZ dated August 7, 2001, “On Anti-Money Laundering and Combating the Financing of Terrorism”. 

4.1.7. Refuse to execute the Client’s transaction instructions if the Bank suspects that this transaction is performed 

for the purposes of anti-money laundering and combating the financing of terrorism. 

4.1.8. Assign, transfer and otherwise dispose its rights under the SA concluded with the Client as part of the IBSA 

for the benefit of any third parties, including those who do not hold any banking licenses. For the purposes of 

such assignment, the Bank may transfer any information about the Client and their Debt to any actual or potential 

assignee under terms of confidentiality.  

4.1.9. Suspend the provision of services to the Client if it is suspected that the Transaction is performed for the 

purposes of anti-money laundering and combating the financing of terrorism or if the Client fails to provide the 

documents and information upon the Bank’s request within the terms envisaged by the request.  

4.1.10. Notify the Clients of the changes in Bank’s details (including its name, location, payment details, phone 

numbers, email addresses) by placing the information in the Bank’s offices and publishing it on the official 

Bank’s website.  

4.1.11. If the Client has any obligations towards the Bank to unilaterally set off liabilities against the Client’s 

obligations towards the Bank and the Bank’s obligations towards the Client under the IBSA and other agreements 

concluded between the Bank and the Client.  

4.2. The Bank undertakes to:  

4.2.1. Keep the Client-related information confidential, and the Bank may transfer and disclose any information 

about the Client to its affiliates, agents and partners, as well as other third parties, including credit bureaus and 

collection agencies, regardless of their location, for confidential use, including for the purposes of Debt 

collection. The Bank may disclose any such information in accordance with the legislation of the Russian 
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Federation, decisions, instructions, decrees, directions, representations, orders or other documents received from 

the government authorities, as well as courts of the Russian Federation.  

4.2.2 If the Bank decides to refuse to conclude the IBSA in accordance with Federal Law No. 115-FZ dated 

August 7, 2001 “On Anti-Money Laundering and Combating the Financing of Terrorism”, it shall provide such 

Client with the written information about the date and reasons for making such decision in person or by sending 

a notification by mail within five business days from the date of the refusal to enter into the IBSA.  

4.2.3 If the Bank decides to terminate the IBSA in accordance with Federal Law No. 115-FZ dated August 7, 

2001 “On Anti-Money Laundering and Combating the Financing of Terrorism”, it shall provide such Client with 

the written information about the date and reasons for making such decision in person or by sending a notification 

by mail within five business days from the date of the IBSA termination. 

4.2.4 If the Bank refuses to perform the transaction in accordance with Federal Law No. 115-FZ dated August 7, 

2001 “On Anti-Money Laundering and Combating the Financing of Terrorism”, it shall provide such Client with 

the written information about the date and reasons for making such decision in person or by sending a notification 

via the Remote Banking Service channels or by mail within five business days from the date of the refusal to 

execute such transaction. 

4.3. The Client may:  

4.3.1. Terminate the IBSA at any time by repaying the entire debt owed by it to the Bank and retrieving all funds 

and closing all Accounts beforehand.  

4.4 The Customer shall:  

4.4.1. Provide the Bank with the required and reliable data and provide the documents in accordance with the 

Bank’s requirements and legislation of the Russian Federation.  

4.4.2. Within 5 (Five) calendar days send a written notification to the Bank to inform it about all changes in data 

reported by the Client to the Bank along with the documents on changes and at least once a year provide it with 

the required documents on the information update.  

4.4.3. Provide the Bank with the reliable information to connect with the Client and, if it has been modified, 

immediately provide the updated information. The Bank’s obligation to send notifications to the Client according 

to the legislation and IBSA shall be deemed to have been fulfilled if notifications are sent with the use of the 

Client’s contact information available to the Bank.  

4.4.4. Provide the Bank with the requested information and documents, including those that are required to 

execute Federal Law No. 115-FZ dated August 7, 2001, “On Anti-Money Laundering and Combating the 

Financing of Terrorism”, including the information about its Beneficiaries, founders (members) and Beneficial 

Owners, and to provide the documents which serve as the basis for transactions, explanations regarding the 

economic substance of transactions, documents allowing for analysis of financial and operating activities and 

implementation of “Know Your Client” principle. Failure to provide the Bank with the documents upon the 

request in the manner and within the time limits shall be considered a significant violation of terms and conditions 

of the IBSA by the Client.  

4.4.5. Familiarize itself with the existing Rates, IBSA conditions, including all appendices, that are published on 

the Bank’s Website and/or placed at the Bank’s offices and monitor their changes and/or amendments of which 

the Bank shall notify in accordance with the established procedure.  

4.4.6. Pay for the Bank’s services under the IBSA and SAs concluded as part of the IBSA according to the Bank’s 

Rates existing at the date of the Transaction (service provision), unless otherwise provided for in the SA or other 

agreements entered into between the Bank and the Client.  

4.4.7. Conduct currency transactions in view of the requirements set out in the foreign exchange legislation of 

the Russian Federation.  

4.4.8. Immediately inform the Bank of any changes in the powers related to the Account management.  

  

5. MODIFICATIONS  

5.1. In accordance with Part 1 of Article 450 of the Civil Code of the Russian Federation, the Parties have agreed 

that the Bank may unilaterally and without the court decision modify the terms and conditions of the IBSA, 

including General Conditions and Bank’s Rates.  
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5.2. The modifications made by the Bank to the IBSA, including separate SAs concluded as part of this IBSA, 

become binding to the Parties 5 (Five) calendar days after the Bank publishes the IBSA in a new wording on the 

official Bank’s Website or when the Bank sends the appropriate notification to the Client via the RBS channels 

by courier or another postal service. 

5.3. Rates become effective 5 (Five) calendar days after the placement of the updated information about these 

Rates in the Bank’s operating rooms and/or after their publishing on the official Bank’s Website.  

5.4 The Client acting independently or by proxy shall regularly contact the Bank (check the Bank’s Website) to 

receive the information about the modifications and amendments that are planned to be introduced to the IBSA 

and/or Rates, as well as updated data on the Bank’s payment details and main correspondent accounts. The Client 

may not claim to be unaware of the changes made by the Bank and conditions of integrated banking service.  

  

6. LIABILITIES OF THE PARTIES  

6.1. The Parties shall be liable for non-fulfillment (improper fulfillment) of their obligations under the IBSA 

and/or appropriate SA in accordance with the legislation of the Russian Federation.  

6.2. The Parties shall be exempt from any liability for full or partial failure to fulfill their obligations if such 

failure has resulted from force majeure, i.e. extraordinary and unavoidable circumstances which occur after the 

IBSA becomes effective. These force majeure circumstances shall be confirmed by the parties with the documents 

obtained from competent authorities. The parties undertake to notify each other about the force majeure 

circumstances within 5 (Five) business days from the occurrence of these events. These circumstances include 

military activities, mass disturbances, acts of God, power outages, strikes, decisions of the governmental 

authorities and local government bodies, as well as other circumstances which make it impossible to fulfill the 

obligations set out in the IBSA.  

6.3. If the Bank receives an untimely or incomplete notification about the circumstances specified in this section, 

the Client shall bear the liability for possible negative consequences of these circumstances.  

6.4. The Bank shall not be responsible for the untimely execution of Client’s Orders and Instructions under the 

IBSA if the Transactions in the Bank’s correspondent account cannot be executed or are delayed as a result of 

actions (omission to act) of the Bank of Russia, its divisions, correspondent banks and other third parties 

responsible for conducting Transactions in the Bank’s correspondent account.  

6.5 The Bank shall not be responsible for the loss incurred by the Client as a result of executing an Order or 

Instruction issued by unauthorized persons if the Bank in accordance with the legislation of the Russian 

Federation is unable to confirm that this Instruction has been issued by the persons not authorized by the Client.  

6.6 Bank’s actions specified in sub-sections 4.1.5, 4.1.6, 4.1.7 of the general part of the IBSA cannot serve as the 

basis for occurrence of the Bank’s legal liability for the violation of the IBSA conditions and/or conditions of the 

relevant SA.  

  

7. TERM AND TERMINATION  

7.1. The IBSA shall remain in effect during an indefinite period of time.  

7.2. The IBSA shall be terminated as agreed upon by the Parties, except when the IBSA is repudiated in 

accordance with the procedure set out in the IBSA or legislation of the Russian Federation.  

7.3. The IBSA shall be terminated based on the Client’s written application according to the form established by 

the Bank, which should be signed by the Client. The date of the IBSA termination shall be the date when the 

parties fulfill their obligations under the SAs valid at the date of the Client’s request to the full extent. 

7.4 The termination of a separate SA concluded as part of the IBSA shall not lead to the IBSA termination. The 

termination of all SAs and other agreements under which an Account is opened for the Client at the Bank shall 

lead to the termination of the IBSA. The procedure for termination of a separate SA shall be determined by the 

appropriate SA. The procedure for termination of other agreements under which an Account is opened for the 

Client at the Bank shall be determined by these agreements.  
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8. SPECIAL TERMS  

8.1. The Bank acting as a currency control agent shall control how the Client complies with the foreign exchange 

legislation of the Russian Federation and acts established by the exchange control authorities of the Russian 

Federation.  

8.2. The Client confirms that it has received written consents from natural persons (hereinafter referred as the 

“Personal Data Subjects”) whose personal data can be contained in the documents received by the Bank from the 

Client to process their personal data; these consents should meet the legislation of the Russian Federation on 

personal data by their form and content. In this case, the Client shall upon the Bank’s request provide the Bank 

with the consents for personal data processing, which have been received from these Personal Data Subjects, for 

the purposes of IBSA, including SAs entered into as part of the IBSA. For the purposes of this clause, 

“processing” of personal data shall mean, without limitation, collection, recording, systematization, 

accumulation, storage, clarification (update, modification), retrieval, use, transmission (distribution, provision, 

access thereto) of these personal data to the persons affiliated with or related to the Bank, as well as parties 

affiliated or related to these persons (as defined in the legislation of the Russian Federation), third parties under 

terms of confidentiality for the purposes of execution of concluded agreements, anonymization, blocking, 

removal, destruction of personal data subject to the maintenance of confidentiality and safety of these personal 

data upon their processing. Personal data can be processed with or without the use of automation tools. According 

to the IBSA, the processing of personal data is intended to entitle the Bank to perform any rights and obligations 

in order to meet the legislation of the Russian Federation, IBSA, internal documents of the Bank.  

8.3 Notices to be sent by the Parties according to the IBSA can be sent via the Remote Banking Service channels, 

by courier or another postal service or delivered in hand.  

  

9. FINAL PROVISIONS  

9.1 Unless otherwise provided for in the agreements entered into between the Bank and the Client, other banking 

service agreements concluded by the Client before the introduction of these IBSA conditions by the Bank, which 

are governed by any other rules and conditions, shall be governed by the IBSA should the Bank change such 

rules and conditions. In this case, the applications and other documents provided by the Client under the earlier 

existing rules and conditions shall represent an integral part of the IBSA.  

9.2 Any disputes and controversies arising out of or in connection with the IBSA and not settled by negotiations 

shall be resolved in the manner prescribed by the applicable legislation of the Russian Federation and in 

accordance with the law of the Russian Federation.  

9.3 The IBSA and/or separate SAs shall be construed in accordance with the legislation of the Russian Federation.  

9.4. If any provision of the IBSA becomes illegal, invalid or not providing for judicial protection according to 

any applicable legislation, such provisions of the IBSA and/or appropriate SA shall not apply as part of the 

relationship between the Bank and the Client. Other provisions of the IBSA and/or SA shall remain in full force 

and effect.  

9.5 The Bank is a participant of the compulsory deposit insurance scheme. The insurance of funds deposited in 

the Account of the Client acting as an individual entrepreneur or a legal entity that is considered a small enterprise 

in accordance with the legislation of the Russian Federation, the information of which is contained in the Unified 

Register of Small and Medium-Sized Business Entities maintained in accordance with Federal Law No. 209-FZ 

dated July 24, 2007, “On the Development of Small and Medium-Sized Business in the Russian Federation”, 

shall be effected in accordance with Federal Law No. 177-FZ dated December 23, 2003, “On the Insurance of 

Deposits with Banks of the Russian Federation” from the date of conclusion of the appropriate SA. The 

information about insurance (refund) shall be displayed on the information stands at the Bank’s offices 

responsible for the provision of services to the Client and published on the Bank’s Website.  
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Appendix No. 1 to the Integrated Banking Service Agreement (IBSA)  

  

  

GENERAL CONDITIONS OF PROVISION OF CASH MANAGEMENT AND PAYMENT SERVICES 

FOR THE CLIENT ACCOUNTS IN THE 

CURRENCY OF THE RUSSIAN FEDERATION AND FOREIGN CURRENCY (GENERAL 

ACCOUNT CONDITIONS) 

 

1. GENERAL PROVISIONS  

1.1. These General Account Conditions represent a part of the IBSA and determine the terms and conditions of 

the Bank Account Agreement concluded as part of the IBSA.  

1.2. For the purposes of concluding the Bank Account Agreement, the Client shall provide the Bank with:  

1.2.1. Client’s Application for the Conclusion of IBSA (Adherence to the General Conditions of Provision of 

Cash Management and Payment Services for the Client Accounts in the Currency of the Russian Federation and 

Foreign Currency (Appendix 6).  

1.2.2 Banking sample signatures and seal card (notarized or executed by the Bank’s employee according to the 

legislation of the Russian Federation and internal regulatory documents of the Bank). The Client may refuse to 

provide the banking sample signatures and seal card upon the conclusion of the Bank Account Agreement, 
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including when the Client submits the Application for the Conclusion of the Bank Account Agreement through 

the Remote Banking Service Systems, in which case the management of funds deposited in the Account shall be 

carried out only with the use of Remote Banking Service systems, ESs, Client’s ESs until this banking sample 

signatures and seal card is submitted to the Bank.  

1.2.3. The required set of documents envisaged by the Bank’s requirements and legislation of the Russian 

Federation.  

1.3. If the Client has earlier provided the Bank with the required set of documents in accordance with the Bank’s 

requirements and legislation of the Russian Federation, the Client’s Application for the Conclusion of the Bank 

Account Agreement can be submitted through the remote banking service channels as provided for in the IBSA 

and other agreements concluded between the Bank and the Client, subject to the update of the earlier provided 

documents.  

1.4. The Client’s Application for the Conclusion of the Bank Account Agreement shall represent its proposal 

(offer) to enter into the IBSA and Bank Account Agreement provided for therein and, if there are other agreements 

earlier concluded between the Bank and the Client which govern the relationship between the parties with regard 

to the cash management and payment services provision, to amend such agreements under the IBSA.  

1.5. The Bank Account Agreement shall be deemed to be concluded at the date when the Bank accepts the Client’s 

Application (offer). The Bank confirms the Acceptance by opening an Account in the Client’s name.  

1.6 The Bank shall inform the Client about the acceptance of its Application (offer) by one (or several) of the 

following methods:  

1.6.1. By issuing an appropriate notice to the Client at the Bank;  

1.6.2. By placement of the relevant information through the RBS channels.  

1.7. The Client may at any time receive the written notice from the Bank about the conclusion of the Bank 

Account Agreement, which should contain the details of the opened Accounts.  

1.8 Based on the Bank Account Agreement, the Bank shall open an Account for the Client in the appropriate 

Currency specified in the Client’s Application to provide complex cash management and payment services, 

accept and credit the funds to the Account, execute the Client’s Instructions and Orders on the transfer and 

disbursement of funds from the Account and perform other Transactions in the Account in accordance with the 

legislation of the Russian Federation, Bank’s internal documents, IBSA and Bank’s Rates.  

1.9. Simultaneously with opening the Account in foreign currency, the Bank shall open an appropriate transit 

currency account for the Client.  

 

2. PROVISION OF CASH MANAGEMENT AND PAYMENT SERVICES  

 2.1. The list of Bank’s Transactions and services, conditions and cost of these services shall be defined by the 

existing Bank’s Rates.  

2.2. The Bank shall perform Transactions in the Account throughout the Transaction Day. The Bank’s Rates may 

envisage the execution of Transactions in the Account in the end of the Transaction Day.  

2.3. The Bank shall not pay the interest accrued on the Account balance, unless otherwise agreed by the Parties.  

2.4. The funds shall be debited from the Client’s Account by the Bank in accordance with the legislation of the 

Russian Federation, Bank’s internal documents and IBSA on the basis of the Orders and Instructions prepared 

by the Client, recipient of funds, as well as persons, bodies entitled by the legislation of the Russian Federation 

to file instructions to the Client’s Accounts, and Banks within the limit of funds deposited in the Client’s Accounts 

and sufficient to execute the Transactions and charge the due fees as per the Bank’s Rates.  

2.5. Amounts of commission fees payable to the Bank in currency other than the Account currency shall be 

calculated according to the rate established by the Bank of Russia at the date of their debit from the Client’s 

Account.  

2.6. If the Bank receives the instructions to credit funds to the Client in foreign currency under the remittance and 

trade finance transactions, the funds shall be credited to the Client’s transit currency account upon actual arrival 

of the coverage amounts to the Bank’s correspondent account, but no earlier than the value date specified in the 

instruction.  
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2.7. Funds in foreign currency other than the Account currency shall be credited or debited according to the 

Bank’s rate valid at the Transaction date.  

2.8 The Bank shall provide the Client with the statements of Account for the Transaction Day upon execution of 

all Account Transactions, as well as the information related to the servicing of the Client’s Account no later than 

the date following the Account Transaction in accordance with the applicable legislation of the Russian 

Federation. The statements shall be provided through the Remote Banking Service channels or (if necessary) 

Client’s authorized representative (on the basis of the Power of Attorney granted by the Client).  

2.9. If the Client does not present any objections regarding the Account statement within 10 (Ten) business days 

from the date of any Account Transaction, the Account statement shall be deemed to have been received by the 

Client and the Account Transactions shall be deemed to have been approved by the Client.  

2.10. The copies of Account statements, certificates and documents on the Account shall be issued based on the 

Client’s written request in accordance with the Bank’s Rates.  

2.11. Transactions in the existing foreign currency account shall be performed in accordance with the regulatory 

documents of the Bank of Russia, which govern the procedure for crediting and debiting of funds in the transit 

currency accounts.  

2.12 The Bank, as a foreign exchange control agent, shall control the compliance of the Transactions conducted 

in the Account with the regulatory acts envisaged by the foreign exchange legislation. The Client shall give the 

Bank the right to execute documents related to the conduct of foreign exchange transactions.  

2.13 The documents and information required to perform the foreign exchange control shall be exchanged 

between the Bank and the Client in paper form or electronically using the Remote Banking Service channels.  

2.14 The foreign exchange control documents marked by a responsible person shall be returned by the Bank to 

the Client in view of the regulatory acts of the Bank of Russia.  

 

3. RIGHTS AND OBLIGATIONS OF THE PARTIES  

3.1. The Bank undertakes to:  

3.1.1 Open an Account for the Client in the relevant Account Currency specified in the Client’s Application.  

3.1.2. Accept and credit funds arriving to the Account, execute the Client’s Instructions and Orders and perform 

other Transactions in the Account in accordance with the legislation of the Russian Federation, Bank’s internal 

documents, IBSA and Bank’s Rates.  

3.1.3. Notify the Client of funds credited to the Client’s transit currency account in the manner and within the 

time frame set out in clause 2.8 hereof. The Bank shall not be liable for the untimely receipt of the information 

about the arrival of funds by the Client.  

3.1.4 Execute the instructions accepted by the Bank from the recipients of funds in accordance with the legislation 

of the Russian Federation and agreements concluded between the Bank and the Client. 

3.1.5. Provide the Client with the Account statements in the manner and within the time frame set out in clause 

2.8 hereof.  

3.1.6 Rely on the changes in the Client’s constitutional documents only upon the receipt of copies of these 

documents, which should be certified in accordance with the established procedure.  

3.1.7 Rely on the new banking sample signatures and seal card if this card has been provided in accordance with 

sub-clause 1.2.2 of these General Conditions of Provision of Cash Management and Payment Services for the 

Client Accounts in the Currency of the Russian Federation and Foreign Currency only after the Client contacts 

the Bank to provide a new properly generated banking sample signatures and seal card, the agreement for the 

combination of handwritten signatures (if necessary), certified copies of the documents granting the powers to 

the persons entered in the banking sample signatures and seal card, as well as documents revoking these powers 

and other documents required for Identification. The Bank shall not be held liable for the loss caused to the Client 

if the termination of powers granted to persons who have lost their signatory powers has not been timely 

confirmed by the Client by providing a new card and other above documents.  

3.1.8. Accept the Instructions and Orders from the Client to debit funds from the Account, which should be signed 

by authorized persons, including with the use of Remote Banking Service channels.  
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3.1.9. Accept cash from the Client, remit and transfer it to the Account, and also disburse cash in the manner 

prescribed by the current legislation of the Russian Federation, Bank’s internal documents, and Bank’s Rates.  

3.1.10 Keep the Client’s Transactions and Accounts a secret, unless required by the existing legislation of the 

Russian Federation.  

3.2. The Bank may:  

3.2.1. Refuse to execute the Client’s Instructions and Orders or suspend the execution of Transactions in the 

Account until it clarifies an opportunity to debit or credit funds where provided in the applicable legislation of 

the Russian Federation, IBSA, including, without limitation:  

3.2.1.1. if the Bank is in doubt as to the authenticity of the received Instructions and Orders; 3.2.1.2. if the received 

Instructions and Orders do not meet the requirements;  

3.2.1.3. if the amount of funds to be debited from the Client’s account exceeds the balance in the Client’s Account, 

including the amount to be paid for the Bank’s services related to the execution of transaction under the Client’s 

instruction;  

3.2.1.4. if the purpose of payment violates the existing legislation of the Russian Federation, including as 

stipulated by applicable foreign exchange legislation of the Russian Federation;  

3.2.1.5. in case of failure to provide the documents requested by the Bank or if they are not provided to the fullest 

extent; 

3.2.1.6. in case of any force majeure.  

3.2.2 Refuse to provide services and/or execute Transactions for the benefit of and/or with the involvement of 

persons and organizations engaged in the terrorist and extremist activities, illegal manufacture and distribution 

of narcotic substances, illegal manufacture and financing of proliferation of weapons of mass destruction and 

related technologies, arms, accoutrement trafficking and provision of related services, military crimes, genocide, 

crimes against humanity etc.  

3.2.3. Request the documents envisaged by the legislation of the Russian Federation, including documents 

required to identify the Client in accordance with Federal Law No. 115-FZ dated August 7, 2001, “On Anti-

Money Laundering and Combating the Financing of Terrorism”, as well as documents required by the Bank to 

perform its functions of a foreign exchange control agent.  

3.2.4. Unilaterally introduce new Bank’s Rates for the provision of cash management and payment services, 

change the existing Bank’s Rates, including the conditions and procedure for fee withholding in the manner set 

out in the IBSA.  

3.2.5. If it is confirmed that the data specified in the Client’s identification documents has been modified and if 

the Client fails to comply with the conditions of provision of the appropriate documents to the Bank, including 

upon the Bank’s request, the Bank may refuse to execute the Client’s Transactions in the Account until it receives 

the required documents.  

3.3. The Customer shall:  

3.3.1 Provide the Bank with the required documents in accordance with the existing legislation of the Russian 

Federation and Bank’s requirement for the purposes of Account opening.  

3.3.2. Provide the Bank with necessary documents and information upon the request.  

3.3.3. Comply with the existing legislation of the Russian Federation and fulfill the requirements set out in the 

regulatory acts, rules and instructions of the Bank of Russia, Federal Tax Service of the Russian Federation, 

Federal Customs Service of the Russian Federation and the Bank, including those that govern the procedure for 

opening and closing of accounts, executing of foreign exchange control, as well as payment and cash transactions.  

3.3.4 Timely pay for the services provided by the Bank in accordance with the Bank’s Rates valid at the 

Transaction Day.  

3.3.5. Send written notifications to the Bank about erroneous crediting of funds to the Account and return these 

amounts to the Bank within 3 (Three) business days from the date when the Client receives the Account 

statements with the attachment of documents confirming this. If the Bank finds that the funds that do not belong 

to the Client have been credited to the Client’s Account, the Client shall hereby authorize and instruct the Bank 

to debit such funds from the Account for the benefit of the appropriate owner without any additional Client’s 

instruction (pre-authorization).  
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3.3.6 Be absolutely liable for the persons who have been given a right to manage the Accounts, including with 

the use of the Remote Banking Service channels.  

3.3.7 Immediately provide the Bank with:  

3.3.8.1. the documents on the amendment of constitutional documents, including upon the change of name and 

address, and in case of Client dissolution and reorganization, which should be executed in accordance with the 

established procedure;  

3.3.8.2. documents confirming the provision (prolongation, termination) of the powers granted to persons 

specified in the banking sample signatures and seal card (with the new properly generated Client’s card and 

agreement for the combination of handwritten signatures (if necessary)), as well as persons in whose name the 

ES, Client’s ES has been registered;  

3.3.8.3. documents required to identify the Client, its representatives, Beneficiaries and Beneficial Owners and 

update the information;  

3.3.8.4. documents required to control the use of funds, including the information regarding the performance of 

Transactions in the foreign currency account under the Client’s transactions with legal entities and (or) natural 

persons to the benefit of which the Client acts under the agency, mandate, commission and fiduciary management 

agreements or on other grounds within 3 (Three) days from the date of such Transactions;  

3.3.8.5. documents required by the Bank to perform its functions of a foreign exchange control agent.  

3.3.9. Not execute Transactions for the benefit of and/or with the involvement of persons and organizations 

engaged in the terrorist and extremist activities, illegal manufacture and distribution of narcotic substances, illegal 

manufacture and financing of proliferation of weapons of mass destruction and related technologies, arms, 

accoutrement trafficking and provision of related services, military crimes, genocide, crimes against humanity 

etc.  

3.4. The Client may:  

3.4.1. Manage its funds deposited in the Account in the manner and within the limits established by the existing 

legislation of the Russian Federation, regulatory acts of the Bank of Russia and IBSA.  

3.4.2. Revoke the Instructions and Orders until the date when fund transfers become irrevocable.  

3.4.3 Require the Bank to preserve the funds entrusted by the Client.  

3.4.4. Require the Bank to keep the Client’s Transactions and Accounts a secret, unless required by the existing 

legislation of the Russian Federation.  

3.4.5. Receive certificates, Account statements and other documents on opening and closing of the Client’s 

Accounts, balances and turnover on the Client’s accounts in accordance with the established procedure.  

3.4.6. Provide the acceptance before filing the instructions of the recipient of funds with regard to one or several 

Client’s Accounts, one or several recipients of funds, one or several instructions of the recipient of funds with 

the indication of details as envisaged by the existing legislation of the Russian Federation, regulatory acts, rules 

and instructions of the Bank of Russia, and Bank’s internal documents. 

3.5. The Parties shall also have other rights and obligations under the IBSA.  

 

4. OBLIGATIONS OF THE CLIENT ACTING AS A FOREIGN TAXPAYER 

 

4.1. Upon the Bank’s written request, the Client undertakes to timely provide the Bank with all required 

documents and information pertaining to the transactions and payments falling within FATCA/CRS to empower 

the Bank to transfer these documents and information to the Competent Tax Authorities and Agents. 

4.2. The Client hereby gives its consent to: 

- the provision of information representing a bank secret by the Bank to the Competent Tax Authorities and 

Agents; 

- the withholding of up to 30% (Thirty percent) of the amount of funds received by the Client (correspondent or 

its clients) by the Bank, when FATCA obliges the Bank to make such withholding to ensure the performance of 

the Agreement. 
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4.3. The Client has been informed that in accordance with clause 6 of Article 2 of Federal Law No. 173-FZ dated 

June 28, 2014, “On the Specifics of Implementing Financial Operations with Foreign Citizens and Legal Entities, 

On Introducing Changes to the Russian Federation Administrative Offence Code and Recognizing Separate 

Provisions of Legal Acts of the Russian Federation Void”, the Client’s consent to transfer the information to the 

Competent Tax Authorities and Agents shall also represent its consent to transfer this information to the Central 

Bank of the Russian Federation, federal executive agency authorized to perform the functions aimed at anti-

money laundering and combating the financing of terrorism and proliferation of weapons of mass destruction, as 

well as federal body authorized to carry out control and supervision of taxes and levies. 

If the Client refuses to provide the information requested by the Bank, which is required to identify it as an U.S. 

person, and if the Client fails (refuses) to provide the consent to the transmission of information to the Competent 

Tax Authorities and Agents within 15 (Fifteen) business days from the date when Bank submits its request, the 

Bank may refuse to execute the transactions for the benefit of or as instructed by the Client under the Bank 

Account Agreement. 

If the requested information is not provided within 15 (Fifteen) business days upon the date when the Bank makes 

a decision to deny the transactions, the Bank may repudiate the Bank Account Agreement by notifying the Client 

thereof not earlier than 30 (Thirty) business days before the termination of the Bank Account Agreement. 

4.4 The Client shall in accordance with clause 2 of Article 142.4 of the Tax Code of the Russian Federation 

provide the Bank with the information about itself, its beneficiaries and (or) other persons directly or indirectly 

controlling them, which has been requested by the Bank to identify a foreign tax resident. 

4.5. The Client has been informed that the provision of information as set out in Article 142.2 of the Tax Code 

of the Russian Federation does not represent a violation of the bank secret and does not require the consent of the 

Client, its beneficiaries and persons directly or indirectly controlling them. 

4.6. If the Client fails to provide the requested information or if the Client provides unreliable/incomplete 

information, the Bank may according to the Article 142.4 of the Tax Code of the Russian Federation: 

- refuse to enter into the IBSA; 

- refuse to execute the Client’s transactions in the Account; 

- repudiate the IBSA by notifying the Client thereof within one business day following the date when the decision 

is made. The IBSA shall be deemed to have been terminated upon expiration of one month after the date when 

this notification is sent to the Client. 

 

5. LIABILITIES OF THE PARTIES  

5.1. The Client shall be liable for the reliability of the provided information and documents required to open the 

Accounts and execute the Transactions in these Accounts, including the information confirming the Client’s 

location in accordance with the legislation of the Russian Federation.  

5.2. The Bank shall take any measures provided for in Federal Law No. 115-FZ dated August 7, 2001, “On Anti-

Money Laundering and Combating the Financing of Terrorism” that are aimed at anti-money laundering and 

combating the financing of terrorism and proliferation of weapons of mass destruction.  

5.3. The Bank shall not be responsible for:  

5.3.1. the violation of execution terms and other consequences arising as a result of errors committed by the Client 

during the preparation of Orders, Instructions and other payment documents; failure to meet the time limits for 

execution of payment documents and other consequences arising due to the untimely provision of the documents 

required for the purposes of foreign exchange control by the Client, improper preparation of these documents, as 

well as failure to provide the documents justifying the exchange Transaction (or provision of incomplete set of 

these documents) or provision of unreliable documents;  

5.3.3. the reliability of the information contained in the Orders, Instructions and other payment documents 

received from the Client, as well as payment documents on crediting of funds to the Client;  

5.3.4. the untimely crediting of funds due to the fault of the institutions controlled by the Bank of Russia and 

other banks involved in carrying out the transactions;  



FIRST 
INVESTMENT 
BANK JSC 

INTEGRATED BANKING SERVICE 

AGREEMENT 

Revision 2 

Sheet 17 / 55 

 

 

5.3.5. the Client’s losses incurred due to the incorrect transfer or disbursement of funds as a result of erroneous 

and/or inaccurate indication of details in the instructions provided by the Client;  

5.3.6. the results of execution of Instructions and Orders issued by unauthorized persons if the Bank cannot 

confirm that these instructions have been issued by unauthorized persons using the procedures envisaged by the 

Bank’s rules.  

5.4 In case of untimely or illegal debit of funds from the Client’s Account, as well as untimely crediting of funds 

due and payable to the Client, the Bank shall pay a penalty to the Client in the amount equal to the refinancing 

rate established by the Bank of Russia or (if there are amounts in foreign currency) in the amount equal to the 

double LIBOR rate valid at the date of crediting (debiting) of funds, irregardless of the untimely or illegally 

debited amount or untimely credited amount in the period of delay. Penalty payment shall release the Bank from 

the obligation to reimburse other damages caused by the delay in the payment execution. 

5.5. If the Client violates the terms of repaying the funds erroneously credited to the Account, the Client shall 

pay a penalty to the Bank in the amount corresponding to the existing refinancing rate established by the Bank 

of Russia or double LIBOR rate valid at the date of credit (if there are amounts in foreign currency) of this amount 

for each day of delay from the date of crediting of funds to the Client’s Account.  

  

6. MISCELLANEOUS  

6.1. The Bank Account Agreement shall be valid through December 31st of the current calendar year when this 

Agreement is concluded. The Bank Account Agreement shall be deemed to be renewed through December 31st 

of each subsequent calendar year, except for the following case, when the term of the Bank Account Agreement 

shall be considered expired and the obligations of the Parties thereunder shall be considered terminated: 

- if the Bank declares its decision to refuse to renew the Bank Account Agreement through December 20 of the 

current calendar year by sending a written notification to the Client, which shall be deemed to have been received 

by the Client no later than December 31st of the current calendar year. 

6.2. The Bank Account Agreement can be repudiated: 

6.2.1. on the Client’s initiative at any time upon the submission of the application for the closure of Account to 

the Bank; 

6.2.2. on the Bank’s initiative if there are no transactions in the Account during 6 (Six) months, where the Bank 

shall send a written notification to the Client about repudiation of the Bank Account Agreement. The Bank 

Account Agreement shall be deemed to have been terminated upon expiration of 2 (Two) months from the date 

when the Bank sends this notification. 

6.2.3. on the Bank’s initiative to the extent otherwise set forth in the legislation of the Russian Federation. 

6.3. The Bank shall close the Client’s Account: 

6.3.1. within one business day following the date of termination of the Bank Account Agreement (if there are no 

funds in the Account); 

6.3.2. within a business day following the debiting of funds from the Account (if there are funds in the Account 

at the date of termination of the Bank Account Agreement); 

6.3.3. after the revocation of the restriction on the management of funds in the Account within a business day 

following the date of debiting of funds from the Account (if the Bank Account Agreement is terminated subject 

to the restrictions on the management and availability of funds in the Account in accordance with the legislation 

of the Russian Federation). 

6.4. The termination (expiration) of the Bank Account Agreement shall serve as the basis for closure of the 

Client’s Account. From the date of termination of the Bank Account Agreement, no Transactions are executed 

in the Account, except for the Transactions envisaged by the existing legislation of the Russian Federation by the 

decision of the competent authorities of the Russian Federation. 

 

 

Appendix No. 2 to the Integrated Banking Service Agreement (IBSA) 
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GENERAL CONDITIONS OF REMOTE BANKING SERVICE 

(GENERAL CONDITIONS OF RBS) 

  

1. GENERAL PROVISIONS  

1.1. These General Conditions of the RBS represent a section of the IBSA and determine the conditions of the 

RBS Agreement.  

1.2. By adhering to these General Conditions of RBS, the Client also generally adheres to the Rules of Electronic 

Document Flow within the Corporate Information System “BeSafe” of Digital Certificate Center Closed Joint-

Stock Company, INN 5407187087, published at: www.besafe.ru,, Rules of FAKTURA.RU, Operator’s rules 

published at http://cft.ru/processing, operational procedures of the Verification Center published at: 

www.authority.ru, which, along with these General Conditions of RBS, govern the electronic exchange of 

documents and informational exchange.  

1.3. For the purposes of concluding the RBS Agreement, the Client shall provide the Bank with:  

1.3.1. The Client’s Application for the Conclusion of the RBS Agreement (Adherence to the General Conditions 

of RBS) (Appendix 7).  

1.3.2. The required set of documents envisaged by the Bank’s requirements and legislation of the Russian 

Federation.  

1.4. The Client’s Application for the Conclusion of the RBS Agreement shall represent its proposal (offer) to 

enter into the IBSA and RBS Agreement provided for therein and, if there are other agreements earlier concluded 

between the Bank and the Client which govern the relationship between the parties with regard to the Remote 

Banking Services, to amend such agreements under the IBSA.  

1.5. The RBS Agreement shall be deemed to be concluded at the date when the Bank accepts the Client’s 

Application (offer). The Bank shall confirm the Acceptance by issuing the Key Carrier to the Client and signing 

the appropriate Certificate of Acceptance and Delivery or confirming the Client’s request for the Certificate 

generation at the VC, or issuing an appropriate notice to the Client, or conducting the Authorization using the 

Client’s Authentication Data in view of the used software complex, whichever is earlier.  

1.6 The Client may at any time receive the written notice from the Bank about the conclusion of the RBS 

Agreement.  

1.7. Upon the conclusion of the RBS Agreement, the Client shall be given an opportunity to get the Remote 

Banking Services through “Faktura.ru” RBS System. If the Bank implements new technologies and expands the 

Remote Banking Service channels, the Client may connect to other Remote Banking Service channels in 

accordance with the defined procedure under the RBS Agreement.  

1.8 The Client may refuse to use the Remote Banking Services by sending a written application to the Bank in 

any format.  

1.9. In accordance with Federal Law No. 63-FZ dated April 6, 2011, “On Electronic Signature”, the Parties shall 

regard the information submitted in electronic form through the Remote Banking Service channels and certified 

with a Simple ES, an Enhanced Non-Certified Client’s ES, as a document equivalent to the hard-copy document 

having a handwritten signature of an authorized person. The Parties acknowledge that electronic payment 

documents received through the Remote Banking Service channels are legally equivalent to other documents 

prepared in paper form and certified with the signatures of persons authorized to manage the Account, have an 

equivalent of a handwritten signature and represent a basis for carrying out Transactions in the Account.  

1.10. The cost of services and Transactions performed through the Remote Banking Service channels shall be 

defined based on the Bank’s Rates, depending on the service channel used at the date of Transactions (service 

provision).  

1.11 If it is envisaged by the Account mode, the Bank shall convert the Transaction amount according to the 

Bank’s rate valid at the date of Transaction, when executing Transactions in the currency other than the Account 

currency. Foreign currency transactions shall be performed in accordance with the requirements established by 

the foreign exchange legislation of the Russian Federation.  

http://www.besafe.ru/
http://cft.ru/processing
http://www.authority.ru/
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1.12 The Bank shall inform the Clients about the security measures applied during the provision of Remote 

Banking Services, Client’s risks and possible consequences in case of failure to comply with the information 

security measures recommended by the Bank. The information shall be published on the Bank’s website and/or 

displayed at the Bank’s units.  

1.13 The Client undertakes to familiarize itself with the security measures associated with the Remote Banking 

Services and strictly comply with them.  

  

2. “Faktura.ru” RBS SYSTEM  

2.1. “Faktura.ru” RBS System refers to the Remote Banking Service and allows for carrying out electronic 

document flow and Transactions using the ED.  

2.2. The Parties acknowledge that the methods of information protection and authentication, which are used 

during the ED transmission through the System, are sufficient to confirm the sources and identity of the 

documents and undertake to comply with the security mode envisaged by the System.  

2.3. Electronic document flow and Transactions are performed within the System using the EDs. The Parties 

acknowledge that EDs, including electronic payment documents, agreements, applications, letters, submitted to 

the System shall be considered equal to the hard-copy documents having the handwritten signatures of persons 

authorized to manage the bank account, shall have an equivalent of a handwritten signature and, if the agreement 

is concluded with the use of the System, a signature of a person authorized to conclude this agreement, shall serve 

as the basis for performing the Transactions in the Client’s Account, executing the contractual relationship and 

can serve as the evidence in court.  

2.4. The list of Transactions and services provided with the use of the System shall be defined in view of its 

technical capabilities and Bank’s Rates. The Bank may unilaterally amend the list of services and technical 

capabilities of the System.  

2.5. The Client has been notified that restrictions established by the Bank and envisaged by the legislation of the 

Russian Federation may apply to some Transactions and other actions performed by the Client in the System.  

2.6. Both documents in electronic form and scanned copies of the documents initially generated in paper form 

can be transmitted for the purposes of document and information exchange.  

2.7. The Bank shall accept EDs if they meet the legislation of the Russian Federation, IBSA terms and conditions, 

formats established by the Operator and System and if they are signed (confirmed) with a Simple ES or an 

Enhanced Non-Certified Client’ ES.  

2.8 The free-format documents sent to the Bank and containing scanned document copies shall be accepted if 

there is a high-quality image identifying the information and data required by the Bank to exercise its rights and 

obligations.  

2.9. If in accordance with the legislation of the Russian Federation and statutory instruments enacted on the basis 

thereof, as well as good business practices, a document should be sealed, an ED signed with an ES and regarded 

as equal to the hard-copy document having a handwritten signature shall be considered equal to the hard-copy 

document having a handwritten signature and a seal.  

2.10. The same ES can be used for several interrelated EDs (a set of EDs). If the same ES is used for a set of EDs, 

each of these EDs shall be deemed to be signed with an ES used for the entire set.  

2.11. The Bank may refuse to execute the Client’s EDs where provided for by the legislation of the Russian 

Federation and IBSA.  

2.12 The date when the Bank places the documents and information on the System server shall serve as the date 

when the Client receives these documents and information in electronic form through the System. The date when 

the Client provides the Bank with the documents and information in electronic form through the System shall be 

the date when the Bank receives them, i.e. the date when the Client places the signed EDs on the System server.  

2.13 MSK time zone shall be the System time.  

2.14 The Parties acknowledge that the placement of electronic statement in the System shall serve as the 

documented notification of the Client about the transactions performed in the Account, and regard the payment 
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document processing statuses assigned by the System as the proper notification sent by the Bank to the Client to 

inform it about the execution of the Client’s Instructions and Orders.  

2.15 The Client may recall the ED at the date of its submission in accordance with the IBSA and other agreements 

concluded between the Bank and the Client. The recall shall not be accepted by the Bank, unless the document 

has been executed before the receipt of this recall and unless it is technically feasible to cancel the document 

execution.  

2.16 The Bank may request an additional confirmation or explanation for specific documents. The confirmation 

shall be requested through the System or otherwise at the date of the document receipt. In this case, the document 

shall be accepted for execution upon the receipt of the required confirmation.  

2.17  If persons with a right to sign EDs change or if data identifying the Client or signature keys otherwise 

terminating the Certificate are modified, the Certificate shall be replaced in accordance with the procedure used 

for its generation when connecting to the System. The keys shall be replaced immediately if there is a risk of 

unauthorized access to the Client’s Accounts and firmware, copying or suspected copying of these keys by third 

parties, changes in the list of persons entitled to access the System (with a right to use a secret key).  

2.18 In order to confirm an ED when performing the Transactions within the System, a One-Time Client’s 

Password which represents a Simple Client’s ES can be used. In this case, the Client can access the System 

subject to its successful Identification and Authentication with the use of its Login and Password. The System 

can also be accessed with a PIN or Touch ID or Face ID technologies (if a mobile device allows for using these 

technologies). A method of subsequent login shall be defined upon the first entry to the mobile device and can 

be changed by the Client at any time. The Bank shall register the Client in the System by creating a Login and 

assigning it a Temporary Password to access the System after accepting the Client’s Application. A Temporary 

Password shall be indicated in the SMS message sent to the Client’s phone number specified in the Client’s 

Application. The Client shall register a new Password after entering the RBS System using a Temporary 

Password.  

  

3. RIGHTS AND OBLIGATIONS OF THE PARTIES  

3.1. The Bank shall:  

3.1.1 Consult the Client regarding the use of the Remote Banking Services for informational and technical 

purposes.  

3.1.2. Publish the links to the relevant software required to use the Remote Banking Service channels, as well as 

operational documentation on its Website.  

3.1.3. Accept the EDs received from the Client and prepared in accordance with the existing legislation of the 

Russian Federation, regulatory documents of the Bank of Russia, IBSA and other agreements concluded between 

the Bank and Client, as well as signed ED for execution.  

3.1.4 Notify the Client of any detected attempts of unauthorized access to the Remote Banking Service channels 

if this affects the Client’s interests, immediately, but not later than on the day following the day when the fact of 

unauthorized access is detected.  

3.1.5. Refuse to accept the Client’s EDs for execution if they are improperly generated and/or if the ES 

verification has failed.  

3.1.6 Notify the Client of the Transactions performed with the use of the Remote Banking Service channels by 

publishing the information about Transactions in the System.  

3.2. The Bank may:  

3.2.1. Provide and amend the Remote Banking Service channels, as well as software;  

3.2.2 Amend the list of services provided with the use of the System, implement additional measures for the 

Client authentication, authorization and identification in the System.  

3.2.3. Unilaterally terminate the provision of services through the Remote Banking Service channels if the Client 

fails to fulfill its obligations under the IBSA, specifically upon sending a preliminary notice to the Client with 

the refusal to accept its instructions for performing the transactions in the bank account (deposit), which have an 

equivalent of a handwritten signature, provided that suspicious transactions are detected, and require the Client 
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to provide it with the hard-copy instruction generated in accordance with the requirements set out by the Bank of 

Russia, as well as the documents justifying and confirming the economic feasibility of the transaction. 

Refusal to accept the Client’s instruction through the RBS system shall not serve as the refusal to execute the 

transaction instruction in accordance with clause 11 of Article 7 of Federal Law No. 115-FZ “On Anti-Money 

Laundering and Combating the Financing of Terrorism”dd. August 7, 2001.  

3.2.4. Establish the limits for Transactions executed through the Remote Banking System and implement other 

mechanisms reducing the risks for the Bank and the Client.  

3.2.5. Suspend the operation of the System and other Remote Banking Service channels (if any), ES Key 

Certificates if there is a need to apply the measures to control the informational and financial risks, provided that 

failure to apply these measures can cause the risk to the security of the System or other Remote Banking Service 

channels, including the risk to the security of payments and/or information security, and if there are reasons to 

believe that the Client’s ES or ES keys can be compromised.  

3.2.6. Suspend the System operation to perform preventative maintenance by sending a preliminary notification 

to the Client.  

3.2.7. Suspend the Client’s ability to use the System in case of non-fulfillment or improper fulfillment of its 

obligations under the IBSA by sending a preliminary notification to the Client with the indication of the reasons 

for suspension or termination of the ES use. If the Client fails to pay the fees set out in the Bank’s Rates for the 

use of the Remote Banking Service channels (if there is a fee payment document in the queue of documents not 

paid within the time limit), the access to the Remote Banking Service channels can be suspended until the 

amounts due to the Bank are paid in full.  

3.2.8. Refuse to accept and execute the Client’s EDs where provided for in the IBSA and other agreements 

concluded between the Bank and the Client, including, without limitation, if the Client fails to provide the 

necessary documents or if the Client’s Instructions and Orders for the Transaction do not correspond to the 

formats envisaged by the System and existing legislation of the Russian Federation, by sending a preliminary 

notification to the Client with the indication of the reasons for such refusal. 

3.2.9. Suspend the Client’s ability to use the Remote Banking Service channels if the Client fails to comply with 

the existing legislation of the Russian Federation by sending a preliminary notification to the Client with the 

indication of the reasons for such suspension. 

3.2.10. After detecting a transaction having the signs of fund transfer not approved by the Client, the Bank in 

pursuance of Federal Law No. 161-FZ shall suspend the execution of the instruction for the transaction having 

the signs of fund transfer not approved by the Client and suspend the use of the RBS System for no more than 

two business days before debiting funds from the Client’s bank account by sending a preliminary notification to 

the Client with the indication of the reason for suspension. Upon the performance of these actions, the Bank shall 

in accordance with this Agreement: 

 Send the information to the Client’s phone number:  

-   on the actions set out in clause 3.2.10.  

-  on the recommendations regarding the mitigation of risks of repeated transfer of funds without the Client’s 

approval.  

- immediately request the Client to confirm the need to resume the execution of instruction. 

3.2.11. Upon the receipt of the confirmation to resume the execution of instruction from the Client, immediately 

resume the execution of this instruction and use of the RBS system. In case of failure to receive any confirmation 

from the Client, resume the execution of instruction upon the expiration of two business days after the initial 

suspension and resume the use of the RBS system. 

3.2.12.   If the Bank receives a notification on the suspension of the operation to credit funds to the Client’s 

account from the fund transfer operator who provides services to the payer, it shall suspend crediting of funds to 

the Client’s account for the period of up to five business days from the receipt of such notification and in 

accordance with the procedure set out in the agreement immediately notify the Client of this suspension and the 

need to provide the documents justifying the receipt of transferred funds within the specified time limits according 

to sub-clauses 11.2-11.4 of Article 9 of Federal Law No. 161-FZ. 
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3.2.13.  If the Client provides the documents justifying the receipt of transferred funds within 5 (Five) business 

days from the date when the Bank implements these measures, credit the funds to the Client’s Account.  

3.2.14. If the Client fails to provide the documents justifying the receipt of transferred funds within 5 (Five) 

business days from the date when the Bank implements these measures, return the funds to the fund transfer 

operator who provides services to the payer within two business days upon the expiration of this five-day period. 

3.3. The Client shall:  

3.3.1 Familiarize itself with the existing IBSA terms and conditions, Rates and monitor their implementation.  

3.3.2. Pay for the services provided by the Bank through the Remote Banking Service channels in accordance 

with the IBSA and Bank’s Rates. When it is time to pay the fees (remuneration) defined by the Rates, ensure that 

the Account balance is sufficient to pay these fees to the Bank.  

3.3.3. Grant an access to the System only to the authorized representatives of the Client in accordance with the 

IBSA and Bank’s requirements.  

3.3.4 Ensure the confidentiality of information that has become known to the Client as a result of the conclusion 

and performance of the RBS Agreement, including by restricting the third party’s access to this information.  

3.3.5. Timely inform the Bank in written form about the changes in the list of the Client’s employees entitled to 

use the Remote Banking Service channels.  

3.3.6 Replace the ES keys in case of their Compromise in accordance with the established procedure.  

3.3.7 Follow the Bank’s security requirements when working with the Remote Banking Service channels, 

including by keeping the Authentication Tools where they cannot be accessed by unauthorized persons and 

damaged  

(where the Code Word can be disclosed if applicable).  

3.3.8. Notify the Bank of any Compromise of Authentication Tools/Safe Storage of ES Keys used for the purposes 

of Remote Banking Service.  

3.3.9. Monitor the statuses of the documents sent to the Bank.  

3.3.10. Install and timely update licensed software and antivirus products on the device intended to connect to 

the Remote Banking Service channels.  

3.3.11. Monitor the period of ES owner authorization to use the RBS services.  

3.3.12. Protect the Mobile Devices against unauthorized access and ensure their use only by the Client, comply 

with the procedure for accounting, storage and use of the Login and Password/PIN to access the Bank’s Mobile 

Device, which exclude unauthorized access to the Bank’s Mobile Device by third parties.  

3.3.13. Immediately notify the Bank of the loss of its ES Keys, termination of the powers granted to the ES Key 

Certificate Owner, loss of the mobile device, unauthorized access or suspected unauthorized access to the 

Accounts and Client’s firmware by third persons, compromise of ES Keys by third persons, as well as other 

events which may lead to the unauthorized access to software and ES Keys.  

3.3.14. Initiate the procedure for the replacement of ES Keys which have been compromised, when it becomes 

aware of this Compromise, including when it receives the recommendations to replace the ES Keys from the 

Bank.  

3.3.15. Grant access to the System only to the authorized persons the information of which has been provided to 

the Bank before the commencement of transactions by these persons, including as part of the conclusion of the 

IBSA in pursuance of clause 1 of Article 847 of the Civil Code of the Russian Federation, clauses 1.7 and 1.12 

of the Instructions No. 153-I dated May 30, 2014, of the Bank of Russia “On Opening and Closure of Bank 

Accounts, Savings (Deposit) Accounts, Deposit Accounts”.  

3.4. The Client may:  

3.4.1. Contact the Bank to get free consultations on the use of  

Remote Banking Service channels;  

3.4.2. Prepare and send EDs to the Bank as per the list and rules established by the Bank.  

3.4.3 Recall its ED through the System. The Bank shall accept the ED recall only if it has not yet been executed 

and if the Bank has a technical capability to cancel its execution. 3.4.4. Receive the Account statements in 

electronic form through the System. The Client shall regard the Account statement generated through the System 

as equal to the statement received in paper form.  
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3.4.5. Grant employees, other authorized persons access to the System and manage (determine) the scope of rights 

on the basis of the written application submitted to the Bank and signed by the Client’s sole executive body or 

another person acting on the basis of the granted powers. Full access rights and rights to perform the Transactions 

envisaged by the System shall be granted to the persons specified in the Client’s banking sample signatures and 

seal card sent to the Bank by default, unless otherwise specified in the Client’s application. The Client may not 

claim that any person specified in the banking sample signatures and seal card sent to the Bank does not have the 

powers to perform any actions through the Remote Banking Service channels, unless the Client has established 

this restriction. 

3.5. The Parties shall also have other rights and obligations under the IBSA.  

  

4. LIABILITIES OF THE PARTIES  

4.1. The Client shall be liable for the use of the Remote Banking Service channels upon the change of the ES Key 

Certificate Owners designated by the Client. The Parties acknowledge that all actions performed in accordance 

with the IBSA with regard to the EDs signed with the Client’s ES, ES of the ES Key Certificate Owners, 

submitted to the Bank by the Client through the Remote Banking Service channels and successfully accepted and 

interpreted by the Bank shall be considered legal and regarded as fulfillment of obligations by the Parties before 

any information about these changes is received from the Client.  

4.2. The Bank shall not be liable for the damages, including financial loss incurred by the Client, if:  

4.2.1. it is impossible to provide the services through the System due to the circumstances beyond the Bank’s 

control, including due to the fact that services required to provide the System service have not been provided to 

the Bank by external organizations and if the provision of services to the Client has been suspended or restricted 

within the System;  

4.2.2. the ES Keys have been compromised;  

4.2.3. the Client unreasonably or erroneously transfers the funds to the recipients through the System; 4.2.4. 

malicious software has a negative impact on the software used by the Client, if third parties gain an authorized 

access to the Client’s firmware;  

4.2.5. other circumstances leading to transfer, failure to transfer, incomplete transfer, excess transfer of funds or 

inability to use the System occur through no fault of the Bank;  

4.2.6. third parties commit wrongful acts;  

4.2.7. the Client fails to follow the Bank’s recommendations on the security, when using the Remote Banking 

Service channels.  

   

5. GENERAL REQUIREMENTS FOR THE INFORMATION SECURITY  

5.1. The System uses modern mechanisms and tools to ensure information security. The security of ED exchange 

is maintained by data encryption and ES affixing to ensure the integrity and authenticity (confirm the source) of 

the ED within the System.  

5.2. Compliance with the requirements will help to ensure the security of calculations within the System and 

minimize the risks of fraudulence and financial losses.  

5.3. Security requirements to be applied when working with the System:  

5.3.1. Create your own ES key to operate the System, do not entrust someone else with this procedure;  

5.3.2 Keep the Key Carrier in the lock box to exclude any unauthorized access thereto;  

5.3.3. Do not allow continuous connection of the Key Carrier to the computer when operating the System, 

withdraw the Key Carrier from the device when finishing the work in the System or during the interruption in 

work. Do not give the Key Carrier to third parties, do not leave it unattended;  

5.3.4. Do not give your Passwords to anyone, including Bank employees. Use strong Passwords consisting of 

capitalized and lower-case letters, numbers and special symbols;  

5.3.5 Use and regularly update the antivirus software. Regularly perform virus checking on your computer and/or 

Mobile Device to timely detect the malicious software;  
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5.3.6 Use only licensed software. Update the system and application software obtained from the trusted sources 

guaranteeing the lack of malicious software; 5.3.7. Use and timely update the specialized software that enhances 

the protection of your computer and/or Mobile Device, such as network firewalls, unauthorized access protection 

tools and other software;  

5.3.8 When working with e-mail, do not open messages and attachments received from unknown senders, files 

attached to these messages and do not follow the links contained in these messages;  

5.3.9. Do not launch or install unknown programs on your computer and/or Mobile Device;  

5.3.10. Do not use the computer and/or Mobile Device from the administrator account. The administrator account 

can be used only to install and configure the System;  

5.3.11. Do not use the computer and/or Mobile Device from which the System is accessed to visit other websites;  

5.3.12. Do not allow the installation of remote control software (Team Viewer, Ammyy Admin, Remote 

Administrator, VNC etc.) to your computer and/or Mobile Device and block the embedded desk remote access 

service on your computer;  

5.3.13. Block the computer when leaving your workplace and turn it off after office hours;  

5.3.14. Verify the authenticity of website from which you access the System;  

5.3.15. Restrict the physical access to the computer and/or Mobile Device from which you enter the System, do 

not allow its use by third parties;  

5.3.16. Do not use the System at public places (cyber cafes etc.);  

5.3.17. Monitor your accounts and immediately notify the Bank of any suspicious or unauthorized transactions;  

5.3.18. In case of resignation of an employee having an access to the ES key or upon the loss of the Key Carrier, 

and if there is any suspected ES key compromise, notify the Bank thereof to block the ES key and access to the 

System;  

5.4 The Client shall be fully responsible for complying with these and other rules communicated to the Client, 

including those published on the Bank’s Website. If during the investigation of controversial incidents by the 

Bank (including with the participation of the committee organized to settle the disagreements) or another 

authorized person it is established that they are due to the Client’s fault, the Bank shall reserve the right to 

unconditionally impose the responsibility for this incident and subsequent loss on the Client.  

 

6. PROCEDURE FOR VERIFICATION OF ELECTRONIC SIGNATURE AFFIXED ON THE 

CONTROVERSIAL ELECTRONIC DOCUMENT 

 6.1. In case of any disputes between the Bank and the Client regarding the verification, i.e. checking the text 

integrity and authenticity of the sender of the Client’s instructions in electronic form, a special expert committee 

shall be organized to resolve the controversy. 

6.2. The expert committee shall be organized by the Bank based on the Client’s written application (claim). Apart 

from the details of controversial ED, the Client shall also indicate a person (persons) authorized to represent the 

Client in the expert committee in this application. The Bank shall specify a date, a place and time for the expert 

committee’s work as agreed upon with the Client within 10 (Ten) business days from the receipt of the claim. 

The Bank shall send a written notification to the Client at least three business days to communicate the time and 

place of the expert committee’s work. The expert committee shall consist of the representatives of the Bank and 

Client. Independent technical specialists in the field of cryptography and information protection can be engaged 

as agreed by the Parties and if necessary.  

6.3.   To ensure the work of the expert committee, the Bank shall provide the premises and required computer 

facilities.  

6.4. The ED verification shall be performed using the personal computer provided by the Bank, the configuration 

and characteristics of which should meet the requirements for the technical tools (computer) used for the RBS 

System installation. 

6.5 The examination of the controversial ED shall be performed in the presence of all members of the expert 

committee.  

6.6 The examination shall include three steps:  

Step 1. Verification of equipment compliance with the above conditions and its operational performance;  
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Step 2. Integrity control of the controversial ED through verification of the ES of the Client’s authorized person 

using the ES verification key (certificate) obtained from the Bank’s catalog of ES verification keys of the RBS 

System subscribers;  

Step 3. Authentication of the sender of controversial ED by verifying the affiliation, relevance and integrity of 

the ES verification key used by the committee to verify the ES.  

6.7 The integrity of controversial ED shall be verified by using the standard ES verification procedure envisaged 

by the ICSF manufacturer. This verification shall be performed with the ES key which file is provided by the 

Bank to the committee along with the file of controversial instruction in electronic form.  

6.8 To confirm the authenticity (affiliation, relevance and integrity) of the public key intended for the verification 

of the ES used to sign the controversial ED, the Bank shall provide the committee members with the original 

Application for the Issue of the ES Verification Key Certificate for the RBS System. Note: Verification of the 

affiliation, relevance and integrity of the Open Key confirmed by written document shall be carried out by the 

members of the expert committee by checking the printout (using the ICSF) of the Open Key contained in the 

file and recorded on the carrier provided by the Bank against the value of the Open Key certified by the 

Application for the Issue of the ES Verification Key Certificate for the RBS System. 

6.9. The simultaneous existence of the following conditions shall serve as the confirmation of the authenticity of 

controversial ED: 

- if the verification of the ES affixed on the controversial ED contained in the ES verification key provided by 

the Bank has a positive result; 

- if the affiliation, relevance and integrity of the Client’s ES verification key used to verify the ES affixed on the 

controversial ED is confirmed; 

- if the ES verification key presented to the committee and confirmed by the Application for the Issue of the ES 

Verification Key Certificate for the RBS System is valid at the date of generation of the appropriate ES, i.e. the 

Client’s ES verification key should not be compromised at the date of generation of the verified ES (should not 

be blocked upon the Client’s written request due to its compromise). 

6.10. The examination results should be presented in the form of a written conclusion, i.e. Expert Committee Act 

signed by all its members. This Act shall be drawn up immediately upon the completion of the examination third 

step. The Act shall describe the results of all procedure steps and all significant details of the controversial ED. 

The Act shall be made in two copies, one copy for the Bank and the Client. The Expert Committee Act shall be 

final and not subject to revision.  

6.11 If the Act confirms the ED authenticity, it shall mean that this ED is legally binding and serves as the legal 

basis for the Bank to execute the transactions for an account of the Client or other transactions in the Client’s 

account. If the Act does not confirm the ED authenticity, it shall mean that this ED is not legally binding and 

does not serve as the legal basis for the Bank to execute the transactions in the Client’s account.  

6.12 The Act drawn up by the expert committee shall serve as the evidence during the subsequent proceedings 

held at the Moscow City Arbitration Court.  

6.13 The Bank shall suspend the provision of services to the Client through the RBS System for the period from 

the receipt of the Client’s claim until the complete settlement of the controversy by sending a preliminary 

notification to the Client via the RBS system with the indication of the reasons for suspension. 

 

7.  ELECTRONIC SIGNATURE KEY COMPROMISE 

7.1. If the ES Keys of the Client’s Authorized Persons change, the new ES Keys shall be introduced, when the 

Bank registers new Client’s ES Verification Keys and the Parties sign the Applications for the Manufacture of 

the ES Verification Key Certificate. The previous ES Keys of the Client’s authorized persons shall be regarded 

as invalid after the Bank registered new ES Verification Keys. 

7.2. An ED shall be considered invalid and shall not be accepted by the Bank if: 

- it does not contain all required details; 

- at least one of the required details contains incorrect data; 

- the ES composition and authenticity cannot be confirmed during the verification. 
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7.3. The Client shall send the notification about the ES Key compromise to the Bank in written form with the 

indication of the following mandatory information: 

1) Client’s name and INN. 

2) Client’s settlement account number. 

3) Instructions for the Bank to perform one of the following activities:  

 key blocking; 

 RBS System blocking. 

4) Full name and phone number of the Client’s contact employee. 

5) Reasons for ES Key compromise. 

7.4 The notification shall be sent to the Bank immediately after the compromise/loss of tools specified herein 

and/or attempted use of the RBS System by third parties without the Client’s consent is confirmed, but no later 

than the date following the receipt of the transaction notice from the Bank if the Client has not given its consent 

thereto.  

7.5 The access to the RBS System can be temporarily blocked by calling to the information security hotline 

number specified on the official Bank’s website at www.finbank.ru during the defined operating hours. To 

confirm the blocking, the Client shall submit or send by fax a written notification on the blocking of access to 

the RBS System with Client’s signatures and seal (if any) to the Bank according to the banking sample signatures 

and seal card kept at the Bank within one business day following the date when the Bank receives a telephone 

call from the Client with the request to temporarily block the access to the RBS System, If the Client fails to send 

a notification on blocking the access to the RBS System to the Bank in written form or by fax within the 

established time frame, the access to the RBS System shall be automatically unblocked. 

 

8. ADDITIONAL PROVISIONS  

8.1. If there are any disagreements and disputes related to the performance of the agreement, the Parties shall 

settle them by way of negotiations, and, if it is impossible to settle such dispute by way of negotiations in 

accordance with the legislation of the Russian Federation, they shall submit it to the Arbitration Court in view of 

the judicial jurisdiction.  

8.2. The Bank may unilaterally suspend the provision of services to the Client (acceptance of instructions) through 

the Remote Banking Service channels for the period of settlement of controversy related to the execution of EDs 

by the Bank.  

8.3 Controversies related to the preparation, delivery, receipt of EDs and confirmation of the ED receipt, as well 

as use of ES in these documents shall be settled according to BeSafe CIS rules published at www.besafe.ru.  

8.4 The Client represents that any actions that will be taken by the owner of the ES key obtained on the basis of 

the application shall be actions taken on behalf of the Client, on its instructions and shall imply the Client’s 

participation in the electronic document flow, unless the restriction of authorization has been unconditionally 

specified by the Client in the relevant application.  

8.5 The Client shall represent that any actions that will be performed by the Client’s ES owner shall be actions 

taken on behalf of the Client, on its instructions and shall imply the Client’s participation in the electronic 

document flow.  
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Appendix No. 3 to the Integrated Banking Service Agreement (IBSA)  

 

GENERAL CONDITIONS OF FUND PLACEMENT  

 (DEPOSIT TERMS) 

  

1. GENERAL PROVISIONS  

1.1. These General Conditions of Fund Placement (Deposit Terms) represent a part of the IBSA and determine 

the terms and conditions of the Bank Deposit Agreement concluded as part of the IBSA.  

1.2. To adhere to the General Conditions of Fund Placement (Deposit Terms), the Client shall provide the Bank 

with:  

1.2.1. The Application for Adherence to the General Conditions of Fund Placement (Deposit Terms) (hereinafter 

referred to as the “Application for Adherence”) (Appendix No. 13) containing the terms and conditions of the 

Bank Deposit Agreement to be agreed upon between the Parties, specifically, the conditions to be agreed upon 

between the Parties in accordance with the Conditions of Banking Service Provision (hereinafter referred to as 

the “Deposit Terms”).  

1.2.2 Details of the Account/settlement account to credit the accrued interest on deposit and return the deposited 

amount.  
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1.2.3. The required set of documents envisaged by the Bank’s requirements and legislation of the Russian 

Federation.  

1.3. If the Client has earlier provided the Bank with the required set of documents in accordance with the Bank’s 

requirements and legislation of the Russian Federation, the Application for Adherence to the General Conditions 

of Fund Placement (Deposit Terms) and details as defined in clause 1.2.2 can be provided through the remote 

banking service channels defined in the IBSA or other agreements concluded between the Bank and the Client, 

subject to the update of the earlier provided documents. 

1.4. The Client’s Application for Adherence to the General Conditions of Fund Placement (Deposit Terms) and 

other necessary data (documents) specified in clause 1.2 represent the Client’s proposal (offer) for the conclusion 

of the IBSA (if the Client has not yet adhered to the general part of the IBSA) and adherence to the General 

Conditions of Fund Placement (Deposit Conditions).  

1.5. General Conditions of Fund Placement (Deposit Terms) shall be deemed to have been concluded at the date 

when the Bank accepts the Client’s Application for Adherence (Client’s offer). The Bank shall confirm the 

acceptance of the Client offer by opening an appropriate Deposit Account for the Client and sending 

(transmitting) the notification on the adherence to the General Conditions of Fund Placement (Deposit Terms) to 

the Client.  

1.6 The Deposit Amount shall be credited to the Deposit Account by wire transfer from the Client’s settlement 

account at the date of conclusion of the Bank Deposit Agreement on the basis of the payment order and/or 

Application for Adherence which at the same time serves as the Client’s Order for the transfer of funds from the 

account opened with the Bank.  The Client may at any time receive the Bank’s written notification (2nd copy of 

the Application for Adherence) on the adherence to the General Conditions of Fund Placement which contains 

all significant conditions and details at the Bank’s office. 

1.7. The Client’s Application for Adherence (payment order) arriving to the Bank no later than 17 hours 00 

minutes/16 hours 00 minutes (before weekends and holidays) shall be considered by the Bank during the current 

day. The Client’s Application for Adherence (payment order) sent later shall be considered only on the next 

business day. At discretion of the Bank, the Client’s Application for Adherence (payment order) arriving to the 

Bank after 17 hours 00 minutes/16 hours 00 minutes (before weekends and holidays) can be considered during 

the current day.  

1.8 If in accordance with the Deposit Conditions it is required to agree upon some Individual Conditions, the 

Parties shall conduct preliminary negotiations by phone to achieve the agreement. Only after the Parties agree 

upon all conditions, the Client shall prepare the Application for the Amendment of Deposit Terms.  

  

  

2. SUBJECT OF THE AGREEMENT  

2.1. Based on the adherence to the General Conditions of Fund Placement (Deposit Terms), unless otherwise 

provided for in the existing legislation of the Russian Federation, the Bank shall open a Deposit Account for the 

Client in the currency and under the conditions as set out in the Client’s Application for Adherence.  

2.2. The Bank shall accept the Client’s funds in the amount, in the manner and under the General Conditions of 

Fund Placement (Deposit Terms) existing at the Bank and/or individual conditions agreed upon between the Bank 

and the Client in the Client’s Application for Adherence.  

2.3. The deposit amount/initial contribution shall be credited by the Client at the date of the conclusion of the 

Bank Deposit Agreement no later than 17 hours 00 minutes/16 hours 00 minutes (before weekends and holidays) 

local time (other conditions can be specified in the agreement between the Bank and the Client). The Client’s 

obligations to comply with the conditions described herein shall be considered properly fulfilled:  

2.3.1. when the Bank receives the payment order for the transfer of funds from the Client’s Account to the Deposit 

Account;  

2.3.2.  when the Bank is provided with the Application for Adherence;  
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2.3.3. when the required amount of funds is credited from the Client’s settlement account. The payment document 

for crediting of funds to the Deposit Account shall contain the following information: Deposit Account number, 

number and date of the Bank Deposit Agreement. 

2.4. The Bank’s obligations towards the Client shall come into force upon the arrival of the Client’s funds in the 

required amount to the Client’s Deposit Account opened with the Bank.  

2.5. The Client may terminate the Bank Deposit Agreement earlier and claim the deposit amount before the end 

of the specified term if so permitted by the legislation, Deposit Terms, Individual Conditions and/or agreement 

between the Parties. 

2.6. Making additional contributions to the Deposit Account and/or partial withdrawal of funds is allowed only 

if it is permitted by the Deposit Terms and/or Individual Conditions.  

2.7. The deposit and/or interest shall be repaid by wire transfer by crediting the funds to the Client’s account 

specified in the Client’s application. Therefore, if the Account/settlement account claimed by the Client for 

crediting of funds is closed at the due date, the Bank shall open a Deposit Account for the Client under the 

conditions of On-Demand Deposit and pay the funds to this Account.  

2.8 If interest/deposit amount is paid to the Client’s settlement account opened with another bank, the Bank shall 

not be responsible for withholding the transferred amount of fees by correspondent banks.  

2.9. If the deposit end date is a day off, the next business day shall be deemed a day of deposit expiry. In this 

case, the interest shall be calculated based on the actual term of fund placement on the Deposit Account.  

2.10. Early repayment of Deposit or partial account withdrawals shall be performed based on the application for 

the return of the Deposit/Deposit part. 

2.11. The interest rate/procedure for determination of the interest rate (if floating interest rate is applied) shall not 

change throughout the deposit period, unless otherwise provided for in the Deposit Conditions/Individual 

Conditions.  

 

3. PROCEDURE OF PAYMENT AND ACCRUAL OF INTEREST  

3.1. The interest on the Deposit Account balance shall accrue from the day following the date of crediting of 

deposit amount to the Deposit Account through the date of return of the deposit amount to the Client and, if the 

deposit is debited for other grounds, through the date of debit. The balance on the Deposit Account shall be 

defined as the amount of funds actually available at the Deposit Account in the beginning of each day.  

3.2. The accrual of interest takes place in view of the actual number of calendar days for which the funds are 

deposited. The actual number of calendar days a year (365 or 366, correspondingly) shall be taken as a basis.  

3.3. The accrued interest shall be paid to the Client in accordance with the Deposit Terms or Individual Conditions 

agreed upon between the Parties in the Client’s Application for Adherence. If the date of interest payment occurs 

in the month that does not have the appropriate day, the interest shall be paid on the last day of this month. If the 

date of interest payment and/or deposit return occurs on a day off or an official public holiday established in 

accordance with the legislation of the Russian Federation, the payment of interest and/or return of the deposit 

shall take place on the next closest business day.  

 3.4. The Deposit interest shall be paid no later than the last business day of each month and upon the expiration 

of the Deposit period set out in the Application.  

3.5. In case of early termination of the Bank Deposit Agreement upon the Client’s initiative, the Bank shall 

recalculate and pay the interest on deposit from the day following the deposit arrival date through the date of 

early termination at the rate of 0.1 (zero point one) % per annum for deposits in Russian rubles and U.S. dollars 

and at the rate of 0.01 (zero point zero one) % per annum for deposits in EURO. The overpaid interest on deposit 

shall be deducted from the amounts to be paid to the Depositor by the Bank, unless provided otherwise.  

 

 

4. RIGHTS AND OBLIGATIONS OF THE PARTIES  

4.1. The Bank shall:  
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4.1.1 Open a Deposit Account for the Client under the conditions and in the manner as provided for in the 

legislation of the Russian Federation and General Conditions of Fund Placement (Deposit Terms) no later than 

the business day following the date of adherence to the General Conditions of Fund Placement (Deposit Terms).  

4.1.2 Consider the funds received from the Client on the Client’s Deposit Account from the date of their crediting 

to the Deposit Account.  

4.1.3 Accrue and pay the interest on the deposit amount to the Client within the time frame, in the manner and to 

the amount set out in the General Conditions of Fund Placement (Deposit Conditions).  

4.1.4 Return the deposit amount to the Client at the deposit end date in the manner provided for in the General 

Conditions of Fund Placement (Deposit Conditions). 

4.1.5. Keep secret the information about the deposit and transactions in the Client’s Deposit Account, as well as 

another confidential information received by the Bank from the Client. This information can be provided to third 

parties only where provided for by the legislation of the Russian Federation.  

4.1.6 Execute the transactions in the Deposit Account as defined in the General Conditions of Fund Placement 

(Deposit Terms).  

4.2. The Bank shall be entitled to:  

4.2.1. Refuse to conclude the Bank Deposit Agreement;  

4.2.2 Debit the following amounts from the Client’s Account without the Client’s instructions (pre-authorization):  

4.2.2.1. deposit amount in accordance with the General Conditions of Fund Placement (Deposit Terms), Client’s 

Application for Adherence;  

4.2.2.3. amounts of overpaid interest;  

4.2.2.4. amounts of erroneously credited funds; 

4.2.2.5. other amounts defined in the IBSA.  

4.2.3 In case of seizure of the deposit amount/part of the deposit amount and/or suspension of transactions in the 

Deposit Account/within the limit of the partial amount on the Deposit Account, imposition of another prohibition 

on the management of funds in accordance with the Russian Federation (hereinafter referred to as the “Seizure 

of Funds”), the expenditure transactions shall be executed in the Deposit Account in view of the competent 

authority’s decision on the suspension of transactions in the Deposit Account/enforcement document on the 

seizure of funds, other documents envisaged by the existing legislation of the Russian Federation.  

4.2.4 If upon the expiration of the deposit period, the seizure of funds in the Deposit Account still remains in 

force:  

4.2.4.1. upon the expiration of the deposit period the deposit amount shall be transferred to the Client’s settlement 

account in the amount exceeding the sum of seized funds in the Deposit Account;  

4.2.4.2. no interest shall accrue on the amount of seized funds upon the expiration of the deposit period. The Bank 

shall return the seized funds to the Client on the date of revocation (cancellation) of the seizure, except when the 

funds are recovered in accordance with the existing legislation of the Russian Federation.  

4.2.5. When funds available on the Deposit Account are recovered, the Agreement shall be deemed to have been 

earlier terminated by the Client in the following cases:  

4.2.5.1. when the entire deposit amount is to be recovered;  

4.2.5.2. when a part of the deposit amount is to be recovered, and the Bank Deposit Agreement does not provide 

for partial withdrawal of funds;  

4.2.5.3. when the deposit amount becomes less than the minimum balance defined by the General Conditions of 

Fund Placement (Deposit Terms), Application for Adherence after the recovery   

4.2.6. Refuse to execute the Client’s instruction for crediting of funds if this instruction does not meet the 

conditions. Therefore, if the funds have been transferred from the Client’s bank account opened with another 

bank, the Bank shall return the transferred amount of funds no later than the next Transaction Day following the 

date of transfer.  

4.2.7. Early terminate the Bank Account Agreement where provided for in the General Conditions of Fund 

Placement (Deposit Terms), Individual Conditions and/or agreement between the parties. 

4.2.8. Extend the deposit period based on the Client’s application if it is permitted by the Deposit Terms and/or 

Individual Conditions.  
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4.3. The Client shall:  

4.3.1. Provide the documents required to open a Deposit Account in accordance with the legislation of the Russian 

Federation and regulatory acts of the Bank of Russia (if there are no such documents at the Bank). In case of 

failure to comply with this clause, the Deposit Account shall not be opened, and the Client shall be responsible 

for all damages and negative consequences associated therewith.  

4.3.2 Transfer the deposit amount to the Deposit Account on the date of adherence to the General Conditions of 

Fund Placement (Deposit Terms) in accordance with clause 2.3 hereof.  

4.3.3. Upon the Bank’s request and within the time frames established by the Bank, provide all necessary data 

and documents requested by the Bank to carry out the internal control for the purposes related to anti-money 

laundering and combating the financing of terrorism.  

4.3.4. Not transfer the rights of claim under the General Conditions of Fund Placement (Deposit Terms) to third 

parties without the Bank’s written consent and shall not transfer the funds for the benefit of third parties.  

4.4 The Client shall be entitled to:  

4.4.1. Receive the due and payable interest in accordance with the procedure established by the General 

Conditions of Fund Placement (Deposit Terms). 

4.4.2. Receive the deposit amount upon the expiration of the deposit period in accordance with the procedure set 

out in  

the General Conditions of Fund Placement (Deposit Terms);  

4.4.3. Receive the information from the Bank about the availability and flow of funds in the Deposit Account.  

4.4.4. Exercise other rights according to the deposit conditions.  

4.4.5. Replenish the Deposit in accordance with the General Conditions of Fund Placement (Deposit Terms) 

and/or Individual Conditions.  

4.4.6. Claim a part of the deposit amount in accordance with the Deposit Terms and/or Individual Conditions.  

  

5. LIABILITIES OF THE PARTIES  

5.1. The Bank shall be liable for nonperformance or improper performance of its obligations under the General 

Conditions of Fund Placement (Deposit Terms) in accordance with the legislation of the Russian Federation. 

5.2. The Bank shall not be liable for the failure to fulfill its obligations under the General Conditions of Fund 

Placement (Deposit Terms) if this is caused by force majeure circumstances, specifically, by the decisions of the 

legislative and (or) executive bodies of the Russian Federation and the Bank of Russia, which make it impossible 

for the Bank to fulfill its obligations towards the Client, military activities, acts of God and other disasters 

occurring in the areas which have been officially recognized as being affected by these circumstances.  

  

6. MISCELLANEOUS  

6.1. Notices to be sent by the Parties according to these General Conditions of Fund Placement (Deposit Terms) 

can be sent via the Remote Banking Service channels, by courier or another postal service or delivered in hand.  

6.2. The Parties shall rely on the IBSA to the extent not governed by the General Conditions of Fund Placement 

(Deposit Terms) and not conflicting with it.  

6.3. If the deposit conditions provide for other requirements for crediting of deposit amount/initial contribution 

to the Deposit Account, the General Conditions of Fund Placement (Deposit Terms) shall be considered of higher 

priority.  
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Appendix No. 4 to the Integrated Banking Service Agreement (IBSA)  

  

GENERAL CONDITIONS OF THE AGREEMENT FOR THE ACCRUAL OF INTEREST ON THE 

MINIMUM BALANCE ON THE LEGAL ENTITY SETTLEMENT ACCOUNT  

  

1. GENERAL PROVISIONS  

1.1. These General Conditions of the Agreement for the Accrual of Interest on the Minimum Balance on the 

Legal Entity Settlement Account represent a part of the IBSA and define the general terms of creating and 

maintaining the minimum balance on the Client’s settlement account (hereinafter referred to as the “Account”) 

and accrual of interest on the minimum balance on the Account opened under the IBSA.  

1.2. The contractual relationship between the Bank and the Client shall be deemed to have been established in 

accordance with Article 428 of the Civil Code of the Russian Federation from the date when the Bank accepts 

the properly prepared and signed Client’s Application for Adherence (hereinafter referred to as the “Application”) 

in two copies in paper form or transmitted through the remote banking service system (hereinafter referred to as 

the “RBS System”) (Appendix No. 14). 

 To ensure the accrual of the interest on the minimum balance on the Client’s Accounts, the Client shall submit 

to the Bank:  

1.2.1. The Application for Adherence to the General Conditions of the Agreement for the Accrual of Interest on 

the Minimum Balance on the Legal Entity Settlement Account (hereinafter referred to as the “Application”) 

(Appendix No. 14 can be prepared at the office of “First Investment Bank” JSC or can be provided through the 

remote banking service channels envisaged by the IBSA.  

1.3. The Application accepted by the Bank shall confirm the adherence of the Client to the General Conditions 

of the Agreement for the Accrual of Interest on the Minimum Balance on the Client’s Settlement Account.  

1.4. The General Conditions of the Agreement for the Accrual of Interest on the Minimum Balance on the 

Settlement Account and the Application accepted by the Bank shall represent the transaction concluded between 

the Bank and the Client for the purpose of depositing the funds in the Account in the form of the minimum 

balance (hereinafter referred to as the “Transaction”).  

1.5. The Client’s Application arriving to the Bank no later than 17 hours 00 minutes/16 hours 00 minutes (before 

weekends and holidays) shall be considered by the Bank during the current day. The Client’s Application sent 

later shall be considered only on the next business day. At discretion of the Bank, the Client’s Applications 

arriving to the Bank after 17 hours 00 minutes/16 hours 00 minutes (before weekends and holidays) of the current 

day can be considered during the current day.  

1.6 When signing the Application, the Parties shall agree upon the conditions, including, without limitation, the 

amount of the minimum balance, date of the transaction commencement, end date, for which purpose the Parties 

shall conduct preliminary negotiations.   
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1.7. If several (more the one) Client’s Applications are sent to the Bank, each of them shall represent a separate 

document governing the accrual and payment of interest for using the funds deposited in the Account.  

  

2. AGREEMENT TERMS AND CONDITIONS  

2.1. Based on the Application for Adherence to the General Conditions of the Agreement for the Accrual of 

Interest on the Minimum Balance on the Settlement Account, the Client shall in the beginning of the period in 

accordance with its Application ensure the availability of the required amount of funds on the Account and 

maintain the Minimum Balance on the Account in the beginning of each day throughout the period when the 

Minimum Balance should be maintained.  

2.2. In case of proper fulfillment of obligations to maintain the Minimum Balance by the Client in accordance 

with the agreement, the Bank shall accrue the interest on the Minimum Balance based on the conditions agreed 

upon by the Parties, as well as the interest rate and period of Minimum Balance maintenance and credit it to the 

Account.  

2.3. The Bank shall accrue the interest from the day following the start date of the Transaction period through the 

end date of the Transaction period and shall pay it on the last day of the period during which the Minimum 

Balance should be maintained, unless otherwise agreed upon by the Parties in accordance with the Client’s 

Application.  

2.4. When calculating the interest, the number of days in a month and in a year shall be deemed equal to a calendar 

number of days (365 or 366 days, respectively).  

2.5. If the date of payment of interest accrued on the Minimum Balance occurs on the holiday or weekend, the 

interest shall be paid on the first business day following this holiday or weekend.  

2.6. No interest shall be accrued by the Bank on the amount of funds deposited in the Account if it exceeds the 

Minimum Balance.  

2.7. The Client shall entitle the Bank to debit the amounts of overpaid interest, amounts of erroneously credited 

funds, other amounts envisaged by the IBSA.  

2.8 If the Client fails to fulfill its obligations to maintain the Minimum Balance on the Account, the Transaction 

shall be considered terminated on the date of violation of the Minimum Balance. In this case, the interest shall 

not be accrued or paid during the period when the Minimum Balance cannot be maintained. 

2.9. The period during which the minimum balance should be maintained shall begin on the Start Date specified 

in the Client’s Application.  

2.10. The accrued interest shall not increase the Minimum Balance. 

2.11. The interest rate and the period during which the minimum balance should be maintained are specified in 

the Application in accordance with the approved Conditions of the Accrual of Interest on the Minimum Balance 

on the Legal Entity Settlement Account (in view of the interest payment in the end of the period).  

 

 3. MISCELLANEOUS  

3.1. The Minimum Balance can be deposited in the relevant Client’s Account in accordance with this Agreement, 

unless it conflicts with the Bank Account Agreement (in view of the addenda to the Bank Account Agreement, 

other agreements defining the management of bank account), account mode, legislation of the Russian Federation 

and unless there are existing addenda to the relevant SA, which imply the accrual and payment of interest on the 

Account Balance.  

3.2. Depositing the Minimum Balance in the Account shall not restrict the Account Transactions and management 

of funds available in the Account. After depositing a Minimum Balance in the Account, the Client shall make a 

decision on the management of funds in this Account.  

3.3. In case of seizure of a specific amount in the Client’s Account or suspension of transactions in the Client’s 

Account within the limit of the partial amount of the Minimum Balance, imposition of another prohibition on the 

management of funds in accordance with the Russian Federation (hereinafter referred to as the “Seizure of 

Funds”), the expenditure transactions shall be executed in the Client’s Account in view of the competent 

authority’s decision on the suspension of Transactions, enforcement document on the seizure of funds, other 
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documents envisaged by the existing legislation of the Russian Federation, and in this case, the interest shall not 

accrue on the amount of seized funds corresponding to the Minimum Balance.  

3.4. In case of recovery of funds available in the Minimum Balance Account, the Agreement for the Accrual of 

Interest on the Minimum Balance on the Client’s Accounts shall be considered early terminated by the Client in 

the following cases: 

3.4.1. the entire amount of Minimum Balance shall be recovered;  

3.4.2. a part of the Minimum Balance amount shall be recovered, unless otherwise agreed upon by the Parties.  

  

Appendix No. 5 to the Integrated Banking Service Agreement (IBSA) 

 

GENERAL CONDITIONS OF THE AGREEMENT FOR THE ACCRUAL OF INTEREST ON THE 

ACTUAL BALANCE ON THE LEGAL ENTITY SETTLEMENT ACCOUNT 

  

1. GENERAL PROVISIONS  

1.1. These General Conditions of the Agreement for the Accrual of Interest on the Actual Balance on the Legal 

Entity Settlement Account shall represent a part of the IBSA and define the terms and conditions of the 

Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity Settlement Account concluded 

under the IBSA.  

1.2. To conclude the Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity Settlement 

Account, the Client shall provide the Bank with:  

1.2.1.  The Application for the Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity 

Settlement Account (Appendix No. 15) can be prepared at the office of “First Investment Bank” JSC or can be 

provided through the remote banking service channels envisaged by the IBSA or other agreements entered into 

between the Bank and the Client.  

1.3. The Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity Settlement Account 

shall be considered concluded on the date when the Bank accepts the Client’s Application (offer). The Bank shall 

confirm the acceptance of the Client’s offer by sending (transmitting) the relevant notification on the conclusion 

of the Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity Settlement Account to 

the Client.  

1.4. The Client may at any time receive the Bank’s written notification on the conclusion of the Agreement for 

the Accrual of Interest on the Actual Balance on the Legal Entity Settlement Account containing all material 

terms and conditions at the Bank’s office.  

1.5. The Client’s Application arriving to the Bank no later than 17 hours 00 minutes/16 hours 00 minutes (before 

weekends and holidays) shall be considered by the Bank during the current day. The Client’s Applications sent 

later shall be considered only on the next business day. At discretion of the Bank, the Client’s Applications 

arriving to the Bank after 17 hours 00 minutes/16 hours 00 minutes (before weekends and holidays) can be 

considered during the current day. 

1.6 Upon the conclusion of each Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity 

Settlement Account, the Parties shall agree upon the conditions, for which purpose they shall conduct preliminary 

negotiations by phone to achieve the agreement. Only after the Parties agree upon all conditions, the Client shall 

prepare the Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity Settlement Account.  

  

2. AGREEMENT TERMS AND CONDITIONS  

2.1. Based on the concluded Agreement for the Accrual of Interest on the Actual Balance on the Legal Entity 

Settlement Account, the Client shall ensure the availability of funds in the Account on the Start Date of the Period.  

2.2. The Bank shall accrue and pay the interest for using the funds available in the Client’s Account to the Client 

in the amount set out in the Conditions of Interest Accrual on the Actual Balance on the Legal Entity Settlement 

Account that are published on the Bank’s corporate website. 
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2.3. The interest shall be accrued by the Bank to the actual balance available on the Client’s Account in the 

beginning of transaction day. 

2.4.  When calculating the interest, the number of days in a month and in a year shall be deemed equal to a 

calendar number of days (365 or 366 days, respectively). 

2.5. The interest shall be paid to the Client no later than the last business day of each month and upon the 

expiration of the period. If the interest payment date in the end of the deposit period occurs on a public holiday, 

the interest shall be paid no later than the following business day. 

2.6. In case of early termination of the Agreement and/or Bank Account Agreement, the interest for using the 

funds available in the Client’s account shall not be accrued or paid by the Bank for the month, when the 

termination occurs. 

2.7. The Bank may amend the interest rate under this Agreement if the situation in the financial market changes 

(if refinancing rate/base rate established by the Bank of Russia changes, if the price of engaged resources changes 

etc.) by sending a notification to the Client at least 10 (Ten) calendar days by displaying the Conditions of the 

Interest Accrual on the Actual Balance on the Legal Entity Settlement Account on the stand at the office of “First 

Investment Bank” JSC and Bank’s corporate website. 

2.8 The Client shall entitle the Bank to debit the amounts of overpaid interest, amounts of erroneously credited 

funds, other amounts envisaged by the IBSA.  
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Appendix No. 6 to the Integrated Banking Service Agreement (IBSA) 

CLIENT’S APPLICATION 

 for the conclusion of the Integrated Banking Service Agreement 
 

 

Name:                                                                                                      (hereinafter referred 

to as the “Client”) 
Registration information: 

Principal State Registration Number (OGRN):  

Taxpayer Identification Number (INN) / Taxpayer Registration Justification Code 

(KPP)  
Location (address):  

Contact telephone:  

Authorized signatory: 
_____________________________________, acting under ______ 

 

 

 
 

The Client hereby makes a proposal (offer) to “First Investment Bank” JSC, OGRN 1027739222246, INN 7713073043 (hereinafter 

referred to as the “Bank”), to conclude the Integrated Banking Service Agreement (hereinafter referred to as the “IBSA”) under the 

conditions described in the general part of the Integrated Banking Service Agreement and: 

 

 General Conditions of the Remote Banking Services (conclusion of the Agreement for the Remote Banking Services 

under the Integrated Banking Service Agreement);  

 

 General Conditions of the Provision of Cash Management and Payment Services for the Client’s Accounts in the 

currency of the Russian Federation and foreign currency (conclusion of the Bank Account Agreement under the 

Integrated Banking Service Agreement); 
 

Settlement account:  

 

Russian Rubles United States Dollars Euro Other 

    

 

The Client confirms that it has familiarized itself, agrees with and implicitly adheres to (in accordance with Article 428 of the Civil Code of the 

Russian Federation) the general part of the IBSA and General Conditions representing an appendix and an integral part of the IBSA, Bank’s Rates 

published at the official Bank’s website: www.finbank.ru and (or) displayed at the Bank’s offices, and the Client confirms that it has been notified of 

and agrees with (in accordance with Part 1 of Article 450 of the Civil Code of the Russian Federation) the Bank’s right to unilaterally amend the IBSA, 

including the General Conditions and Bank’s Rates. 

 

 

To be completed by the Client’s Authorized representative Date: 

 

Full name (in 

words): 

 

 

 

Signature 

L.S. 

 

 

 

For office use only                       

 

This application is signed by the Client’s representative. All information has been verified and 

confirmed 

Full name (in 

words): 

 

 Signature  

Bank’s Resolution 

To open Account(s) No. ___________________________________________________________________________________ 

___________________________________________________________________________________________________________

_____________________________________________________________________________________________ 

 

Existing (opened) accounts No.счета № _________________________________________________________________ 

http://www.finbank.ru/
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The Agreement has been assigned number (specify the IBSA number) No. 

________________________________________________  

 

I authorize you to open account(s)  

____________________________                        _______________                               ______________________________ 

Position                                                              Signature                                                  Full Name 

 

L.S. 

Appendix No. 7 to the Integrated Banking Service Agreement (IBSA) 

 

APPLICATION 
for the provision of services through Faktura.ru RBS system   

 

Hereby _________________________________, INN ____________ (hereinafter referred to as the “Client”), asks the Bank in 

accordance with Integrated Banking Service Agreement No.____________________, 

 to provide the following services from _______________________________:  

(mark whichever applies in the relevant cell) 

 

1. Connection of the Client to “Faktura.ru” RBS with the registration of ES (enhanced non-certified signature) and 

issuance of “Faktura.ru” USB token. 

 

2. 

Connection to “Faktura.ru” RBS system with the registration of the Client’s ES (simple electronic signature). 

I ask you to send the Login to e-mail: _________________________________; 

I ask you to send Temporary and One-Time Passwords to phone number 

______________________________________________________________________________________. 

 

I confirm and guarantee that the e-mail address and phone number specified in this Application are used on behalf of 

the Client, upon its instructions and due to the Client’s participation in electronic document flow. 

 

3. Registration of additional Client’s ES (simple electronic signature). Including ES for visual inspection _______ pcs. 

 

4. Registration of additional ES (enhanced non-certified signature) with the provision of “Faktura.ru” USB token (to 

ensure the storage of secret keys). Including ES for visual inspection      

_______ pcs. 

 

5. Connection to the service of SMS notifications about electronic instructions 

Phone number(s) to receive SMS messages:  

1) _______________________; 2)________________________ 3)__________________________ 

 

 

Designate the following persons:  

1. To work in “Faktura.ru” RBS System: 

ES rights 

 

Full name Position 

Account types 

Settlement, 

transit, special 

(RUB, foreign 

currency) 

Deposits 

Additionally 

(for account 

number) 
Right of 

signature 

Without 

right of 

signature 

1 2 3 4 5 6 
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Instructions on filling. 

Mark (V) in columns 4,5 entitles the Employee to work with these types of accounts. 

The Client may specify the account number in column 6 to determine the roles of employees to work with this account. 

 

 

 
 

 

 

 

2. For interaction with the Bank to protect against unauthorized transfers: 

 

Full name Position Cell phone 

1 2 3 

   

   

 
 

The Client hereby: 

a) Represents that any actions that will be performed by the Owner of the key received under this Application shall be actions 

taken on behalf of the Client, on its instructions and shall imply the Client’s participation in the electronic document flow. 

b) Grants the right to manage the funds available in the account to the above-mentioned persons, including with the use of an 

equivalent of a handwritten signature (electronic signature). 
 

 
 

 

________________ _____, 20__ 

 
 

 

Director    

                                                                                   ___________________ / _____________________/ 

         

                                                                                                                               L.S. 

 
 

 

 

 

Accepted _______/________/____________                        ____________________/______________________/ 
 

                                                                   L.S. 
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Appendix No. 8 to the Integrated Banking Service Agreement (IBSA) 

CERTIFICATE of acceptance and delivery of the RBS Connection Set dated ____. _____.20___ 

This Certificate has been drawn up to confirm that the agent of “First Investment Bank” JSC represented by 

_____________________________________________________________________________________                     
(position, full name) 

 

has transferred, and the representative 

_____________________________________________________________________________________ 
(Client’s name) 

 

represented by ___________________________________________________________________________________, 
(position, full name) 

 

acting under ___________________________________________________________________________________, 

in accordance with the Application for Adherence ___________________dated ___________ ____20___ 

accepts the RBS connection set for the Client’s Authorized representative 

____________________________________________________________________________________, 
(full name) 

 

which consists of: 

 

ICSF “EDS Rutoken”, serial number:      ________________________________________ 

in security bag  number ________________________________________   

 
Identification envelope containing the login/password and instructions to connect to the RBS 

system, number ___________________________________________ 

 

The Client’s representative has read the documents defining the procedure for operating the RBS of “First Investment 

Bank” JSC. 

 

Bank:  

“First Investment Bank” JSC,  

Beskudnikovsky boulevard, 36, K. 1, 

Moscow, 127247 

 

______________________________________ 
Position 

 

__________________/_____________________ 
Full name/signature 

 

________________ ________, 20___ 

 

Client:  

 

________________________________________ 

________________________________________ 
name 

________________________________________ 
position 

 

_______________________/_________________ 
Full name/signature 

 

________________ ________, 20____ 
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Appendix No. 9 to the Integrated Banking Service Agreement (IBSA) 

 

CERTIFICATE of acceptance and delivery of ICSF “EDS Rutoken”, serial number 

____________________ 

 due to the closure of account/amendment of access rights 

 

dated ____________ ____, 20___ 

 

This Certificate is executed to confirm that the agent 

  

__________________________________________________________________________represented by, 

(Client’s name) ____________________________________________________________________________,  
(position, full name) 

 

acting under________________________________________________________ 

_____________________________________________________________________, has transferred, 

         and agent of “First Investment Bank” JSC represented by  

         

_________________________________________________________________________________________

__________________ __________________________________________________________________, 
 

 

acting on the basis of Power of Attorney No._____________________________________, 
in accordance with the Application for Adherence ________________ dated ___________ ____20___ 

shall accept ICSF “EDS Rutoken”. 

 

 

Client:  

 

 

___________________________________ 
name 

___________________________________ 
position 

 

__________________/_________________ 
Full name/signature 

 

________________ ____, 20__ 

 

 

 

 

 

Bank:  

 

 

___________________________________ 
name 

___________________________________ 
position 

 

__________________/_________________ 
Full name/signature 

 

________________ ____, 20__ 

 

 

 

 

 
Verified against Banking sample signatures and seal card  

____________ _____, 20__  

Position, full name of the Bank employee ____________________________________________________ 
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Signature: ____________________________________________________________________________ 

 

 

Appendix No. 10 to the Integrated Banking Service Agreement (IBSA) 
 

POWER OF ATTORNEY 

 

(place of issue (city, settlement etc.), date (day, month, year) – in words) 

_____________________________________________________________________________________________ 

(full name of the organization with the indication of its legal form) 

______________________________________________________________, (hereinafter after referred to as the 

“Organization”) 

INN______________, OGRN___________________, location:________________________ 

____________________________________________________________________________________ 

represented by _______________________________________________________________________________ 
           (position of the director or authorized person who has the director’s permission to represent the interests, 

_____________________________________________________________________________________________ 

full name) 

_______________________________________________________________, acting under 

___________________________________________________________________________________________, 

name of the document granting the powers (Charter, Power of Attorney with the indication of number and date of issue, certificate) 

hereby authorizes______________________________________________ 

 (position of the authorized person, full name) 

_____________________________________________________________________________________________ 

_____________________________________________________________________________________________ 

(passport number, issuing authority and date of issue, code of issuing subdivision) 

to receive on behalf of the “Organization” ICSF “EDS Rutoken”, Identification Envelope containing login and password, 

and the instructions to connect to the Remote Banking Service System (hereinafter referred to as the “RBS”) at “First 

Investment Bank” Joint-Stock Company (hereinafter referred to as the “Bank”) for the following Authorized persons in the 

RBS System: 

Item 

No. 

Full name of the Client’s Authorized person in the RBS System  

according to the Application for Adherence/amendment of the rights of RBS System access 

  

 

The Power of Attorney is issued for the period of ____________________________________________________________ 

(term of validity) 

_____________________________________________________________________________________________ 

(with or without the right of sub-delegation) 

 

______________________________________ __________________________ ____________________________ 

                    (position)                                    (signature)                                                         (full name)             

   

L.S.  

 

To be completed by the Bank: 
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Verified against Banking sample signatures and seal card: ____________ _____, 20__ 

Position, full name of the Bank employee ____________________________________________________ 

Signature: __________________________________________ 

 

 

Appendix No. 11 to the Integrated Banking Service Agreement (IBSA) 
 

 

APPLICATION 

for the amendment of rights granted to the Client’s Authorized persons to access the RBS System 

To be completed by the Client 
(Client’s full name) 

OGRN: _________________________ INN: __________________________ / KPP 

_________________________ 

 From ______________ ____, 20__: 

1. I ask you to disable the electronic signatures of the following persons: 
Full name Passport data ES rights 

  Right of signature 

  Right of signature 

  Without right of 

signature 

  Without right of 

signature 

 

2. I ask you to enable the electronic signatures of the following persons: 
Full name Passport data ES rights 

  Right of signature 

  Right of signature 

  Without right of 

signature 

  Without right of 

signature 

3.  Consider the following electronic signatures valid 
(list all existing owners of ES keys)  

Full name Passport data ES rights 

  Right of signature 

  Right of signature 

  Without right of 

signature 

  Without right of 

signature 

The Bank has received the documents required to identify the Client’s representatives. 
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Procedure for combining the signatures of persons having a right of signature  

 A single signature specified in the Card. 

Any signature specified in the Card. 

Any two signatures specified in the Card. 

 

 

Client’s Director     

Position  signature  Full Name 

 L.S. 

 

 

 

 

To be completed by the Bank 

 

 Verified against banking sample signatures and seal card*: 
 ____________ _____, 20__  

Position, full name of the Bank employee ______________________________________________________________ 

Signature                                                   ______________________________________________________________ 

 

Approved 

Bank’s authorized employee 

 Position, full name of the Bank employee _____________________________________________________________ 

Signature                                                   ______________________________________________________________ 
 

 ________________ ____, 20__  

 

 

 

 

 
*The Bank employee shall check the signature and seal of the director and whether the persons with a right of signature, who are specified in clause 3 of the Application, 

match the Banking sample signatures and seal card, and verify the required combination of signatures. 
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Appendix No. 12 to the Integrated Banking Service Agreement (IBSA) 

 
 

Security requirements when working with the remote banking service system of “First Investment Bank” 

JSC 

 
1. The Client shall draw up executive directives to designate the owners of ESVKC (users of ICSF and officers 

responsible for ensuring the security of information and ICSF use). 

2.  The Client shall develop regulatory documents governing the security of information and ICSF use. 

3.  The Client shall indicate each copy of the ICSF in accordance with their serial numbers specified in Rutoken in the 

special logs. 

4.  The employees experienced in working with the personal computer and familiarized with the rules of using 

Rutoken which are published on the manufacturer’s website at www.rutoken.ru can be allowed to work at the RBS System 

AWS. 

5.  Premises with RBS System AWS should be equipped to ensure the confidentiality of works. The premises should 

be located and equipped in such a way as to exclude the uncontrolled entry by unauthorized persons and protect the confidential 

documents and technical tools kept there. 

6.  Entrance doors of the premises where RBS System AWSs are located shall be equipped with locks ensuring secure 

closing of the premises during the off hours. Windows and doors should be equipped with the security alarm system linked to 

the alarm system centralized surveillance office. 

7.  Only Client’s director, officers responsible for ensuring the security of information and ICSF use and contractors 

directly involved in processing, transfer and acceptance of payment documents can be allowed to enter the premises where RBS 

System AWSs are located. 

8.  It is required to install antitamper protection on the system blocks of computers with RBS System AWSs. Upon 

detection of unauthorized tampering of system blocks, the AWS operation must be discontinued. The Client’s committee 

should initiate the official investigation of this incidence. 

9.  Only licensed updatable software required to operate the Bank’s RBS System should be installed at the AWS of the 

RBS System. Upon detection of unauthorized software, the AWS operation must be discontinued. The Client should initiate the 

official investigation of this incidence. 

10.  If the RBS System AWS is used in combination with the Internet access, it will significantly increase the risk of 

penetration of viruses, Trojan horses and other types of malware. To prevent the infection of the computer with installed RBS 

System, it is required to ensure continuous complex protection against viruses, hacking attacks, spam, spyware and other types 

of malware using the antivirus software with the period of database update recommended by the developer. 

11. It is required to restrict the access to computer ports (USB, disk drives etc.). 

12.      When working with the ICSF, it is necessary to consider the external factors affecting Rutoken (which are specified 

in the Rutoken use rules published at: www.rutoken.ru), which may lead to the device breakdown. 

13.     It is critically important to grant the access to key carriers only to their owners. It is prohibited to leave Rutoken and 

PIN unattended or transfer and communicate Rutoken and its PIN to anyone. 

14.     If Rutoken or its PIN is lost, it is required to immediately notify the Bank thereof to block the access to the Client’s 

accounts by calling the information security hotline indicated on the official Bank’s website at www.finbank.ru during the 

defined operating hours.   Within the next business day, it is required to submit an official notification to the Bank with the 

description of situation and application for cancellation (revocation) of the key certificate. 

15.  To prevent illegal access to the management of Client’s accounts, it is required to block the computer with the 

installed RBS System when leaving your workplace and to turn it off during prolonged absence. 

16.  If the System is accessed from a laptop, it is not allowed to keep this laptop with all access attributes (Rutoken, its 

PIN, login and password), and it is required to take measures to prevent the theft and activate the function of mandatory 

password entry at startup. 

Safe operation of the RBS System directly depends on the strict and accurate compliance with the 

above requirements. 

 
Noted and accepted: 
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Director     

(Position)  (signature)  (Full name) 

 L.S. 

 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Appendix No. 13 to the Integrated Banking Service Agreement (IBSA) 

 

APPLICATION FOR ADHERENCE TO THE GENERAL CONDITIONS OF FUND PLACEMENT 

(DEPOSIT TERMS) No.      DATED  

Depositor:  

Organization:  
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Legal address of organization:  

By this Application for Adherence we hereby ask you to АО "ПЕРВЫЙ 

ИНВЕСТИЦИОННЫЙ БАНК"accept the deposit under the following conditions in 

accordance with the General Conditions of Fund Placement (Deposit Terms):  

Deposit name:  

Deposit period:  

Interest payment procedure:   

 

 

Capitalization of interest:  

Automated prolongation:  

Currency:  

Amount:  

Interest rate:  

Interest payment account:  

Deposit payment account:  

Addition to the Deposit:  

Withdrawal of a part of the Deposit:  

Minimum Balance:    

Conditions of early termination of the 

agreement:   

 

 

FOR THE PURPOSES OF BANK DEPOSIT, I HEREBY AUTHORIZE TO 

On the date of acceptance of  

the Application for Adherence 

by the Bank,  

 

transfer from account No. the 

amount (RUB) of  
 

                                                                                                                           (amount in figures) 

 

This Application for Adherence represents the Client’s Order for the transfer of funds from the account 

specified in this Application for Adherence to the Deposit Account. 

 

By signing this Application for Adherence the Client acknowledges and agrees that: 

1. The information contained in the Application for Adherence and provided to the Bank is complete, accurate 

and reliable in every respect. The Client does not object against the verification and repeated verification of the 

information provided in the Application for Adherence by the Bank or its authorized persons.  

2. By this Application for Adherence the Client confirms its consent with the adherence to the General Conditions 

of Fund Placement (Deposit Terms) with “FIRST INVESTMENT BANK” JSC (hereinafter referred to as the 

“General Conditions”) and Rates in accordance with the procedure established by Article 428 of the Civil Code 

of the Russian Federation. The Client confirms that it has read and fully agreed with the General Conditions 

(Deposit Terms) of Fund Placement and Rates and undertakes to strictly comply with them.  
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3. The Client confirms that is has read and fully agreed with the conditions of provision of remote banking 

services and manual for the users of the relevant components of the remote banking service system.  

4. The Client confirms that the documents provided for the conclusion of the Agreement remain valid at the date 

of their submission to the Bank.  

5. The Client undertakes to timely notify the Bank of any changes in the information submitted to the Bank.  

 

__________________________                      __________________/ _______________________/ 
                         (position)                                                          (signature)                                       (full name) 

 

 

L.S./Client’s EDS 

 

Number of the Bank Deposit Agreement:   

 

A Deposit Account has been opened with Russian Rubleы:  

 

 

_________________________                       __________________/ _______________________/ 
                  (position)                                                          (signature)                                       (full name) 

  

 

L.S./Bank’s EDS 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Appendix No. 14 to the Integrated Banking Service Agreement (IBSA) 

Client’s Application No. _________  

Dated  ________________________ _____, 20____ 

for the conclusion of the Agreement for the Interest Accrual on the Minimum Balance on the Settlement 

Account 

 
 (full name of the organization) 

 

OGRN:        _______________INN/KIO _     ___________________KPP ______________ 
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Confirms it willingness to establish the minimum balance under the following conditions: 

 

Account 

No. 

                    

                                                                                                                                                                        

Period Start Date  

Period End Date  

The period during which the Client shall 

maintain the minimum balance, days 

 

Minimum Balance amount  

Interest rate (percent per annum)  

 

For and on behalf of the Customer:               

  Director                                                           

___________________/______________________________/___________________________/ 

                       (position)                                              (signature)                                                 (full name) 

 

 

_____________________________ _________________/______________________________/ 
                       (position)                                              (signature)                                                 (full name) 

 

             L.S. 

BANK’S NOTES 

 

Application dated ______________ ___20____ No.______________ has been accepted by the Bank. 

 

Bank’s Director/Authorized person: 

 

_____________________________ _________________/______________________________/ 
                       (position)                                              (signature)                                                 (printed full name) 

            L.S. 

 

Appendix No. 15 to the Integrated Banking Service Agreement (IBSA) 

 

Client’s Application No. _________  

Dated  ________________________ _____, 20____ 

for the conclusion of the Agreement for the Interest Accrual on the Actual Balance on the Settlement 

Account 
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 (full name of the organization) 

 

OGRN:        _______________INN/KIO _     ___________________KPP ______________ 

 

hereinafter referred to as the “Client” represented by its 

director_______________________________________ 

acting under the Charter shall adhere by this Application in accordance with Article 428 of the Civil Code of 

the Russian Federation to the Agreement for the Interest Accrual on the Actual Balance (hereinafter referred to 

as the “Agreement”) 

on settlement account  

 

Account 

No. 

                    

The Bank shall accrue and pay the interest for using the funds available in the Client’s Account to the Client in 

the amount set out in the Conditions of Interest Accrual on the Actual Balance on the Legal Entity Settlement 

Account that are published on the Bank’s corporate website during the period from _______________ ____, 

20____ to _______________ ____, 20 ___. 

The Bank may amend the interest rate if the situation in the financial market changes (if refinancing rate/base 

rate established by the Bank of Russia changes, if the price of engaged resources changes etc.) by sending a 

notification to the Client at least 10 (Ten) calendar days by displaying the Conditions of the Interest Accrual on 

the Actual Balance on the Legal Entity Settlement Account on the stand at the office of “First Investment 

Bank” JSC and Bank’s corporate website. 

     The Client hereby confirms that it has read the Agreement and fully accepts its terms and conditions.                                                                                                                                                                   

   For and on behalf of the Customer:               

  Director                                                           

___________________/______________________________/___________________________/ 

                       (position)                                              (signature)                                                 (full name) 

 

 

_____________________________ _________________/______________________________/ 
                       (position)                                              (signature)                                                 (full name) 

 

             L.S. 

 

BANK’S NOTES 

 

Application dated ______________ ___20____ No.______________ has been accepted by the Bank. 

 

Bank’s Director/Authorized person: 

 

 

_____________________________ _________________/______________________________/ 
                       (position)                                              (signature)                                                 (printed full name) 

            L.S. 
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Appendix No. 16 to the Integrated Banking Service Agreement (IBSA) 

CLIENT’S APPLICATION 

 for opening of the following accounts under the Integrated Banking Service Agreement 
 

 

Name:                                                                                                      (hereinafter referred 

to as the “Client”) 
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Registration information: 
Principal State Registration Number (OGRN):  

Taxpayer Identification Number (INN) / Taxpayer Registration Justification Code 

(KPP)  
Location (address):  

Contact telephone:  

Authorized signatory: 
_____________________________________, acting under ______ 

 

 

 
 

  

We ask you to open a bank account/accounts in:  

 

Russian Rubles United States Dollars Euro Other 

    

 

The Client confirms that it has familiarized itself, agrees with and implicitly adheres to (in accordance with Article 428 of the Civil Code of the 

Russian Federation) the general part of the IBSA and General Conditions representing an appendix and an integral part of the IBSA, Bank’s Rates 

published at the official Bank’s website: www.finbank.ru and (or) displayed at the Bank’s offices, and the Client confirms that it has been notified of 

and agrees with (in accordance with Part 1 of Article 450 of the Civil Code of the Russian Federation) the Bank’s right to unilaterally amend the IBSA, 

including the General Conditions and Bank’s Rates. 

 

 

To be completed by the Client’s Authorized representative Date: 

 

Full name (in 

words): 

 

 

 

Signature 

L.S. 

 

 

 

For office use only                       

 

This application is signed by the Client’s representative. All information has been verified and 

confirmed 

Full name (in 

words): 

 

 Signature  

Bank’s Resolution 

To open Account(s) No. ___________________________________________________________________________________ 

___________________________________________________________________________________________________________

_____________________________________________________________________________________________ 

____________________________________________________________________________________________________ 

 

 

 

 

IBSA No.________________________ dated _________________________  

 

I authorize you to open account(s)  

____________________________                        _______________                               ______________________________ 

Position                                                              Signature                                                  Full Name 

 

 

L.S. 
 

 

 

http://www.finbank.ru/

